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Resistive random access memory (ReRAM) technology is an emerging candidate for next-generation nonvolatile memory (NVM) architecture due to its simple structure, low programming voltage, fast switching
speed, high on/off ratio, excellent scalability, good endurance, and great compatibility with silicon CMOS
technology. The most attractive of the characteristics of ReRAM is its cross-point structure, which features
a 4F 2 cell size.
In a cross-point structure, the existence of sneak current and resulting voltage loss due to the wire’s
resistance might cause read and write failures if not designed properly. In addition, a robust ReRAM design
needs to deal with both soft and hard errors. In this article, we summarize mechanisms of both soft and hard
errors of ReRAM cells and propose a unified model to characterize different failure behaviors. We quantitatively analyze the impact of cell failure types on the reliability of the cross-point array. We also propose
an error-resilient architecture, which avoids unnecessary writes in the hard error detection unit. Assuming
constant soft error rate, our approach can extend the lifetime of ReRAM up to 75% over a design without
hard error detection and up to 12% over the design with a “write-verify” detection mechanism. Our approach
yields greater significant lifetime improvement when considering postcycling retention degradation.
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1. INTRODUCTION

In conventional computer architecture design, SRAM, DRAM, and NAND FLASH
memories are common memory embodiments at different levels in the memory hierarchy, as working-class memory or storage-class memory. As technology scales, increasing
leakage power dissipation and significant degradation of the reliability of these traditional memory technologies are of increasing concern. In recent years, much effort
has been expended to address the research and development of emerging nonvolatile
memory (NVM) technologies, for example, Phase-Change RAM (PCM) [Joo et al. 2010],
Spin-Transfer-Torque Magnetoresistive RAM (STT-MRAM) [Zhou et al. 2009], and Resistive RAM (ReRAM)1 [Chen et al. 2012]. By combining the speed of SRAM, the density
of DRAM, and the nonvolatility of FLASH memory, these emerging NVM technologies
have the potential to be the universal memories of the future. Among them, ReRAM
has shown excellent features, including low power, fast access speed, small cell size,
good scalability, and back-end-of-the-line (BEOL) CMOS process compatibility.
Soft and hard errors are vital concerns when designing a memory system. A soft
error is a random, recoverable upsetting of the information stored in a memory cell,
while a hard error is a permanent corruption of a memory cell resulting from physical
defects. Although most emerging nonvolatile memory technologies are not charge-based
storage, they still suffer from soft and hard errors. The presence of hard errors normally
results from limited endurance compared to DRAM and SRAM technologies. The cause
of soft error is distinctive for each NVM. For example, soft errors of PCM derive from
resistance drift behavior, or thermal disturbance from adjacent cells. As for STT-RAM,
the stochastic properties imply that both write and read operation can cause soft errors.
For ReRAM, soft errors are caused by the retention failures of the cell, and hard errors
are due to the limited endurance of the cell. In the presence of both soft and hard
errors, the reliability of a ReRAM array, especially for its unique cross-point structure,
becomes a serious design challenge. Specifically, there is no isolation between cells in a
cross-point array, and thus a single cell failure can affect the read/write noise margin
when reading/writing a cell in the same row or column with one or more bad cells.
Most prior work on NVM reliability tackles either soft errors [Wen et al. 2013; Sun
et al. 2013; Seong et al. 2013] or hard errors [Wang et al. 2012; Schechter et al. 2010],
assuming only a single type of error exists in the target NVM technology, which makes
them less effective in some practical cases. For example, the solution for extending the
lifetime of MLC PCM may not work well if the resistance drift speed of PCM is high
enough to trigger the error correction code (ECC) [Seong et al. 2013] more frequently
than the stuck-at-0 or stuck-at-1 hard errors. Therefore, it is necessary to consider
the coexistence of both soft errors and hard errors when designing an error-resilient
architecture. Conventionally, once an error is detected, a “rewrite-read-verify” (also
called “write-verify”) is often involved in determining whether it is a hard error or soft
error. However, this approach may bring in additional writes, which further wear out
the memory cells. Hence, it is critical to avoid such unnecessary writes.
The major contributions of this article are the following.
—We systematically studied the mechanisms of both soft and hard errors of ReRAM
cells and proposed a unified model to characterize the behaviors of different types of
failures.
—To the best of our knowledge, we are the first to study the impact of different types
of failures on the reliability of a cross-point ReRAM array. We show that some types
of failures affect read noise margin most while others may affect worst-case write
noise margin and write energy.
1 ReRAM

sometimes is also called memristor; in this article, we use ReRAM to avoid any ambiguity.
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Fig. 1. An overview of (a) MIM structure and (b) a cross-point ReRAM array.

—We proposed an error-resilient architecture to deal with both soft and hard errors
for ReRAM design. A key innovation in our design is the hard error detection unit.
We avoid unnecessary writes by determining the error type based on the unique
characteristics of retention failure (soft error) and each type of endurance failure
(hard error).
—We are the first to analyze the impact of postcycling retention degradation on ReRAM
lifetime under different error detection approaches.
The remainder of this article is organized as follows. The background of ReRAM cell
and cross-point architecture is introduced in Section 2. A detailed cross-point model
is presented in Section 3. In Section 4, we first model the soft and hard errors of
ReRAM cells, and then evaluate the impact of different cell failure types in a crosspoint design. Error-resilient architecture with a smart hard error detection unit is
discussed in Section 5. We conclude our work with Section 6.
2. PRELIMINARIES

In this section, we present the background of ReRAM. Then the ReRAM array structure
is introduced. We also compare different emerging NVM technologies later in this
section.
2.1. ReRAM Cell Structure

Similar to PCM and STT-RAM, the state of a ReRAM cell is represented by the resistance value of the cell. However, the switching mechanism of ReRAM is substantially
different from them. A schematic view of the Metal-Insulator-Metal (MIM) structure
of a ReRAM cell is shown in Figure 1(a). The ReRAM cell has a very simple structure:
a metal oxide storage layer sandwiched by two metal layers of electrodes, named top
electrode (TE) and bottom electrode (BE). To store information in the cell, low resistance state (LRS or ON-state) and high resistance state (HRS or OFF-state) are used
to represent logic “1” and “0” respectively. As shown in Figure 1(a), in order to switch
a ReRAM cell between LRS and the HRS, an external voltage with specified polarity,
magnitude, and duration is required. According to its switching behaviors, the ReRAM
can be classified into two categories: bipolar and the unipolar ReRAM. For a unipolar
ReRAM cell, resistance switching only depends on the magnitude of the external voltage applied across the cell. On the other hand, for a bipolar ReRAM cell, LRS-to-HRS
switching (aka RESET operation) and HRS-to-LRS switching (aka SET operation) occur at different voltage polarities. In this work, we focus on bipolar ReRAM technology
as it is more commonly used in cross-point memory.
2.2. ReRAM Array Structure

Almost all random access memories are organized as matrix-like structures: one memory cell along with its access device (normally a MOSFET) is located in each intersection
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Fig. 2. Voltage biasing scheme in a cross-point array for (a) write operation, (b) read operation.

of horizontal wordlines and vertical bitlines. Similarly, the ReRAM array can be built
in this NOR-type structure. There are two potential structures of a ReRAM array:
the MOSFET-accessed structure (1T1R structure) and the cross-point structure. In
the MOSFET-accessed structure, each ReRAM cell has a dedicated MOSFET as its
access device. The advantage of this structure is that it is easy to control each cell in
the array independently without crosstalk. However, in the MOSFET-accessed structure, the size of the MOSFET should be sized up to satisfy the current requirement
of the SET/RESET operation. Therefore, the total area of the ReRAM array is often
determined by the access devices instead of the ReRAM cells, which offsets the area
advantage of the ReRAM devices. On the other hand, the cross-point structure is a
more area-efficient structure compared to a MOSFET-accessed structure. As shown in
Figure 1(b), in the cross-point structure, each ReRAM cell is sandwiched by a TE and
a BE at each cross-point of the array without an access device. In this structure, each
cell only occupies an area of 4F 2 (F is the feature size of the fabrication technology),
which is the theoretically smallest cell area for a single-layer memory structure.
As mentioned, the write operations (SET and RESET) of a ReRAM cell require
external voltage across the cell with specified magnitude and duration. To write a cell
in the cross-point array, the wordline and bitline(s) connected to the cells should be
selected (or activated). In addition, the other unselected wordlines and bitlines are set
to a certain voltage or left floating to avoid disturbing other cells in the array. There
are several write schemes of a cross-point array. One of the most common schemes
is HWHB [Niu et al. 2012], as shown in Figure 2(a): during the write operation, the
selected wordline is biased at Vwrite while the selected bitlines are grounded. All of the
unselected wordlines and bitlines are half biased at Vwrite /2. In the ideal case, the write
voltage Vwrite (= VSET or −VRESET ) is fully applied across the selected cell. The other
cells located at the same wordline and bitline as the selected cell are half biased at
Vwrite /2. Ideally there should be no voltage drop across all of the other cells. However,
even with proper write schemes, the sneak current of the half-selected cells along with
the current of the selected cells result in significant IR drops on the wire resistance,
reducing the amount of voltage drop on the selected cells. It will also increase the output
current requirement of the write driver. Therefore, in order to implement a practical
cross-point array with enough read/write noise margin and acceptable area overhead,
a large nonlinearity of the ReRAM cell is essential. The resistance of a ReRAM cell
with nonlinearity increases with the reduction of the applied voltage. In this case, the
sneak current of the half-selected cells is reduced significantly. As for a read operation,
the selected wordline is biased at Vread while all the other wordlines and bitlines are
grounded, as illustrated in Figure 2(b). The states of the selected cells are then read
out by the sense amplifiers connected to the selected bitlines.
2.3. Comparison of Emerging NVM Technologies

Table I compares the properties of the representative non-volatile memory technologies. ReRAM has gained significant attention recently, mainly due to its multiple
advantages over STT-MRAM and PCM: (1) The storage node of conductive filament in
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Table I. Comparison of Emerging Non-Volatile Memory Technologies
Metric
Cell Size(F 2 )
Read Latency(ns)
Write Latency(ns)
Endurance

STT-RAM
6 − 20
1–10
2–20
1015

PCM
4−8
20–50
150
108

FeRAM
15
20–80
100
1012

ReRAM
4
5–50
5–50
1010−12

Fig. 3. The circuit model of the cross-point array.

ReRAM has better scalability than the MTJ in STT-MRAM or GST in PCM; (2) ReRAM
has much better write endurance than PCM as well as much larger capacity than both
STT-MRAM and PCM; (3) Last but not the least, as monolithic 3D integration is the
key method to lower the cost per bit and enable a large capacity (as seen in 3D NAND
FLASH development), ReRAM is the only one that has the potential for monolithic 3D
integration among all the emerging NVM technologies.2 STT-MRAM has a very small
on/off ratio (<2) and has to use the transistor as the selection element, but it is challenging to build transistors in monolithic 3D integration. PCM has large programming
power, which is hard to deliver into the 3D architecture and also the generated heat
is hard to dissipate. Furthermore, the atomic-layer deposition (ALD) technique makes
ReRAM material uniform coating in a high aspect ratio trench feasible, which is vital
for building low-cost 3D architecture. However, STT-MRAM and PCM have no mature
ALD solutions yet. As a result, in the past few years, there has been significant progress
in ReRAM technology. Prototype chips have been demonstrated, for example, ITRI reported a 4Mb HfOx macro with 7.2ns read/write random access time [Sheu et al. 2011],
Panasonic reported a 8Mb TaOx macro with 443MB/s write throughput [Kawahara
et al. 2012], and SanDisk/Toshiba reported a 32Gb macro using 24 nm technology [yi Liu
et al. 2013], and so on. These early works show the feasibility for ReRAM to become a
commercially viable memory technology.
3. MODELING OF THE CROSS-POINT MEMORY

In this section, we present a brief introduction of the mathematical model of the crosspoint array.
The basic circuit model of an M by N cross-point ReRAM array is shown in Figure 3.
This model is built upon Kirchhoff ’s Current Law (KCL) and its validity can be guaranteed by deductions from basic circuit theory. The horizontal lines are wordlines and
2 It

should be pointed out the 3D integration in this proposal refers to the monolithic 3D integration at
the back-end-of-line (BEOL) instead of the 3D integration by wafer/die stacking techniques such as siliconthrough-via (TSV). Only monolithic 3D integration can achieve the ultra-low cost per bit.
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vertical lines represent bitlines. The ReRAM cells are located at each cross-point of
wordline and bitline.
A detailed cross-point is also shown in Figure 3(b). The resistance of the ReRAM cell
at the cross-point of the i th wordline and the j th bitline is represented by Ri, j . We assume
the resistance of the wire connecting two cross-points to be Rline . The input resistance
of each wordline or bitline driver is Rv and the resistance of the sense amplifier is Rs .
In order to set up the KCL equations, the voltage at each cross-point is indicated as Vi, j
for the wordline layer and Vi, j for the bitline layer. In addition, the input voltage for
the i th wordline is VWi and for the i th bitline is VBi . In the case where a wordline takes
input from both sides, the voltage at the other end of the i th wordline is represented as

VWi
.
3.1. Mathematical Model of a Cross-Point Array

Based on this model, the current equations for each cross-point can be set following
KCL:  kI=1 Ik = 0. All of the cross-points have similar structures with no more than
three current branches, therefore it is very easy to set up the KCL equations for each
cross-point. However, we should treat the cross-points at the edges of the array differently because the KCL equations for these cross-points vary with different write/read
schemes. For example, the unselected wordline for a write operation can be either half
biased or left floating. Thus the edge conditions should be adjusted according to each
write/read scheme. In particular, all of the cross-points in an array can be classified
into three major categories: normal point, activated point, and floating point.
The normal points are located inside the memory array. In other words, for all of the
nodes with 1 < i < m and 1 < j < n, the KCL equations take the form of


Rl−1 Vi, j−1 − 2Rl−1 + Ri,−1j Vi, j + Rl−1 Vi, j+1 + Ri,−1j Vi, j = 0
(1)
for the node at the wordline layer and
 
 −1
−1
−1 
−1

Rl−1 Vi−1,
j − 2Rl + Ri, j Vi, j + Rl Vi+1, j + Ri, j Vi, j = 0

(2)

for the node at the bitline layer.
The activated point and floating point represent the nodes at the edge of the crosspoint array with different conditions: an edge point, which is directly connected to the
voltage input or to ground, can be considered as an activated point. Otherwise, it is
a floating point. For example, consider the point located at the intersection of the i th
wordline and the 1st bitline. If the i th wordline is activated by an input voltage VWi ,
this cross-point is an activated point, and the KCL equation for this point is


−1
−1 
Vi,1 = −Rv−1 VWi .
(3)
Vi,1 + Rl−1 Vi,2 + Ri,1
− Rv−1 + Rl−1 + Ri,1
Otherwise, it is floating and its KCL equation is


−1
−1 
Vi,1 = 0.
Vi,1 + Rl−1 Vi,2 + Ri,1
− Rl−1 + Ri,1

(4)

For clarity, a 2mn × 1 vector V is defined to represent all of the variables in the KCL
equations:

T
T
T T
V = V1 T , V2 T . . . VmT , V1 , V2 . . . Vm
,
(5)
where


 T
Vi = [Vi,1 , Vi,2 . . . Vi,n]T , Vi = [Vi,1
, Vi,2
. . . Vi,n
]

(6)

for i = 1, 2 . . . m. Then all of the KCL equations can be considered as a system of linear
equations of the form
A · V = C.

(7)
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A is a 2mn × 2mn coefficient matrix, which is determined by Equations(1)–(4). C is a
2mn × 1 vector, containing the constant terms of these equations. As shown, all of the
KCL equations have simple structures and are similar to each other. Therefore, the
linear equation system has a relatively fixed format and simple structure, making it
easy to establish and adjust the coefficients and constants according to different design
schemes. Besides, due to the simplicity of the KCL equation, A is populated primarily
with zeros and can be saved as a sparse matrix, which will further reduce the storage
cost during the computation.
The characteristics of the linear system can be summarized as follows.
(1) As shown in Equation (8), the coefficient matrix A can be further partitioned into
four smaller subblocks:


A1 A2
.
(8)
A=
A3 A4
All of these subblocks have the same size, m × n. Subblock A2 and A3 are diagonal
−1
matrixes and have the value of: A2i,i = A3i,i = Ri,i
. A2 and A3 do not change their
values with different schemas. However, A1 and A4 are a little more complex than
A2 and A3. A1 is a tridiagonal matrix and has nonzero elements only in the main
diagonal, and the first lines below and above the diagonal. Similarly, A4 is a special
tridiagonal matrix, which has nonzero elements in the main diagonal, and the nth
lines below and above the diagonal, where n is the number of the bitline in the
cross-point model. The value of the elements in A1 and A4 can be easily derived
from Equations (1) and (2). However, the edge condition varies with different program schemes. Therefore, the coefficients related to the edge condition should be
set according to the program schemes. Clearly, the four edges shown in Figure 3
correspond to different coefficients in A1 and A4. Due to space limitations, we consider the nodes at the left edge of the array as an example. A similar procedure
can be followed to initiate the coefficients of the other edge. The coefficients of the
nodes at the left edge of the array (Vi,1 ) can be set as
  −1

−1
− Rl + Ri,1
if floating
,
(9)
A1(k, k) =

 −1
−1
−1
− Rv + Rl + Ri,1 if activated
where k = (n − 1)i + 1 for i = 1, 2 . . . m.
(2) The constant term C is a 2mn × 1 vector. Equations (1)–(4) show that only the
KCL equations of the activated points have constant terms. Therefore, only the
following elements in C may have non-zero values: C((i − 1)n + 1), C(in), C(mn + i),
and C((2m − 1)n + i) for i = 1, 2 . . . m, corresponding to the nodes at the four
edges respectively. Likewise, as an example, we consider nodes Vi,1 . The constant
corresponding to these nodes can be defined as

0
if floating
C((i − 1)n + 1) =
.
(10)
−Rv−1 VWi if activated
4. CELL FAILURE IN A CROSS-POINT ARRAY

Reliability is a vital concern in the design of memory systems. In the cross-point
structure, reliability issues come from two different sources: structural error and cell
error. The structural error is determined by the special organization of the cross-point
array. The impact of voltage drops, sneak currents, write/read schemes, as well as
data patterns on the array reliability are well studied in the literature [Liang and
Wong 2010; Niu et al. 2012]. They show that the structural errors can be mitigated
ACM Transactions on Design Automation of Electronic Systems, Vol. 20, No. 4, Article 63, Pub. date: September 2015.
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Fig. 4. (a) LRS of a ReRAM cell, (b) RESET operation, (c) SET operation, (d) HRS of a ReRAM cell.

or eliminated with exhaustive worst-case design. On the other hand, because of the
intrinsic characteristics of ReRAM cells, the impact of cell errors is an avoidable. To
implement a reliable ReRAM array, specialized detection circuitry is required. In this
section, we first discuss the resistance switching behavior of the ReRAM cell. Based on
the discussion, mechanisms and modeling of soft errors and hard errors of the ReRAM
cell are presented. Then the impact of the cell errors on array design is evaluated.
4.1. ReRAM Switching Mechanism

Several studies have been conducted to reveal the physical mechanisms of resistance
switching behavior. The filamentary model is widely accepted to explain the resistance
switching phenomenon in ReRAM [Wong et al. 2012]: switching between LRS and HRS
is caused by the formation and rupture of the nanoscale conductive filaments (CFs) at
the anode interface of the cell. A forming operation can be considered as a preset
operation of the ReRAM cell. The schematic view of the switching mechanisms of the
ReRAM cell is illustrated in Figure 4.
During the forming step, a high voltage is applied across the cell. The dielectric soft
breakdown in the materials generates a great number of defects in the metal oxide
layer, which form one or several CFs through the cell. At the same time, the anode
becomes a reservoir of the oxygen ions. After the forming operation, the cell is in
LRS, which is shown in Figure 4(a). The RESET operation is shown in Figure 4(b).
In this step, the oxygen ions are forced back to the metal oxide layer and recombine
with the oxygen vacancies (Vo). In this case, the CFs are cut off and the cell becomes
HRS, as shown in Figure 4(d). In contrast, the SET operation can be considered as a
reversed process of the RESET operation. As shown in Figure 4(c), the SET operation
regenerates the CFs by a large electric field. In this case, the cell switches back to the
LRS.
4.2. ReRAM Soft Error and Hard Error Modeling

Soft errors of the ReRAM cell come from retention failures. Retention failure is a
recoverable upset of the resistance of the cell. Retention failure can either be a sudden
resistance drop of the HRS cell (HRS failure) or an abrupt resistance increase of the
LRS cell (LRS failure). Retention failure behavior results from the random generation
of Vo (HRS failure), and the recombination of Vo with oxygen ions (LRS failure). Both
of them imply that the retention failure is a stochastic process. Theoretically, either
ACM Transactions on Design Automation of Electronic Systems, Vol. 20, No. 4, Article 63, Pub. date: September 2015.
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the HRS failure or the LRS failure can happen, but in most practical cases the LRS
failure dominates under low current operation [Chen et al. 2013a, 2013b]. Given the
operating range of write current in our design, soft errors are dominated by the LRS
failure (“1”-to-“0” flip).
In order to quantify retention failure behavior, the cumulative failure probability is
employed. A simplified model of the cumulative failure probability can be expressed as
F(t) = 1 − (1 − p)αt ,

(11)

where α is a constant value, t is the retention time, and p is the Vo loss probability.
A recent study [Chen et al. 2013a] pointed out that LRS retention is well maintained
after 104 write cycles but it can degrade by 10X after 106 write cycles. We are the first
to consider this effect in system-level ReRAM research.
Different from soft errors, hard errors result from the limited endurance of the
ReRAM cell compared to traditional DRAM/SRAM technologies. The endurance failure
is caused by a gradual resistance change over the write cycles. According to different
behaviors and physical mechanisms, the endurance failures are classified into three
categories [Chen et al. 2011].
(1) Type I Failure. This failure is caused by the generation of an extra oxide layer at the
anode during the SET operations. This layer prevents the movement of the oxygen
ions and results in RLRS increment or RH RS decrement.
(2) Type II Failure. The programming voltage generate extra Vo, which directly increases the diameter of the CFs. In this failure, both the RLRS and the RH RS
decrease gradually.
(3) Type III Failure. This failure results from the undesired consumption of the oxygen
ions stored in the anode. In this case, the combination probability of Vo and oxygen
ions will reduce. Thus the RH RS decreases while the RLRS stays constant.
We proposed a unified model of different types of endurance failure, in which the
resistance change can be expressed as
R = R0 1 +

sgn(c − c0 ) + 1
β(c − c0 )γ
2

,

(12)

where R0 is the initial resistance of LRS or HRS, c0 is the start cycle at which the
endurance degradation is observed, and β and γ represent the direction and rate of the
resistance change. These values are extracted after curve fittings from real measured
data. The underlying physics is still being studied in device-level research. The results
in Figure 5 show that our model with different parameters fits well with experimental
data for each failure type [Chen et al. 2011]. The maximum error between our model
and actual measured results is less than 5%. Note that this model does not include
correlation among the three different failure types.
4.3. Impact of Different Types of Failure on a Cross-Point Array

A soft error is a recoverable error and is essentially a resistance state transition without
applying external voltage. We conclude that soft errors can only affect the information
stored in the cells where the endurance failures arise, and do not affect the other cells
in the cross-point array. To overcome the soft error problem, normally some form of the
ECC is introduced. We will discuss such design overheads in Section 5.
Compared to the soft errors, the hard errors are more serious in a cross-point structure. In general, there are three reliability concerns about hard errors: (1) the decreased
ratio of RH RS /RLRS may degrade the read noise margin and eventually result in a read
failure. This problem appears in all three types of failure; (2) the reduction of RLRS
increases the amount of sneak currents and thus reduces the worst-case voltage drop
ACM Transactions on Design Automation of Electronic Systems, Vol. 20, No. 4, Article 63, Pub. date: September 2015.
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Fig. 5. Types of endurance failure (hard errors) in a ReRAM cell: (a) Type I, (b) Type II, and (c) Type III.
Table II. Parameters of a Cross-Point Array
Metric
Acell
F
Rw
Vwrite
Vwrite /2
VSB
Vread
Kr
N

Description
Cell Size
Feature Size
Wire Resistance
Voltage of selected wordline during Write
Voltage of half selected wordlines/bitlines
Voltage of selected bitline
Read voltage
Nonlinearity of ReRAM Cell
Number of wordlines or bitlines

Typical Value(s)
4F 2
45nm
0.65
±2V
±1V
0
0.5V
40
128,256,512

on the furthest cell in a cross-point array. This can cause a write failure of the selected
cell [Niu et al. 2012]; (3) the reduction of RLRS also increases the total energy consumption of a cross-point array during the write operation. There is a chance that all
the activated arrays are under worst-case or near worst-case scenarios, and the total
power consumption for a given chip may violate the peak power budget. Exceeding
power limits will result in unexpected IR drops or excessive current, and even make
electro-migration worse and so on. Cases (2) and (3) only exist in type II failures, in
which the RLRS decreases over write cycles.
The baseline parameters of a cross-point array are summarized in Table II. We also
assume that there is no variation in the initial resistance and resistance degradation
rate of the cells in a cross-point array, and that all cells degrade at the same rate.
In other words, we fix the constants in Equation (12). Assuming Vread is applied on
the selected wordline during a read operation, Vh is minimum output voltage of the
bitline being sensed when reading an HRS cell, while Vl is the maximum output
voltage of the bitline being sensed when reading an LRS cell. The read noise margin is
defined as (Vh − Vl )/Vread, and it is calculated using our analytical model discussed in
Section 3. Figure 6 shows the read noise margin over cycles with various array sizes for
different types of failures. As seen in Figure 6, for type I and III failures, the resistance
noise margins degrade gradually because either the RH RS decreases or/and the RLRS
increases. However, the trend is different for type II failures. As its RLRS starts to
increase earlier than its RH RS starts to decrease, the resistance ratio is boosted and
the sensing margin is improved. Even after its RH RS starts to decrease, its read noise
margin may continue to go up a little (by 5%) over a few cycles until a high reduction
ratio of RH RS is reached. In fact, the reduction of RLRS helps the cross-point array
maintain a reasonable read noise margin in type II failures, compared with type I and
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Fig. 6. Read noise margin degradation in various array sizes for (a) type I failure, (b) type II failure,
(c) type III failure.

Fig. 7. Worst-case voltage drop over cycles in various array sizes for (a) type I failure, (b) type II failure.

III failures. The larger the array size, the sooner its sensing margin goes below the
sensing boundary.
To ensure successful write operations in a cross-point ReRAM design, the cross-point
array is always designed for the worst case: (1) Vwrite is large enough so that the furthest
cell has enough voltage drop Vcell (Vcell is smaller than Vwrite due to the IR drop on the
wire resistance) to switch its state given the worst-case data pattern stored in other
cells in the cross-point array; (2) Vwrite cannot exceed twice the threshold switching
voltage to ensure that the half-selected cell that has a voltage drop of Vwrite /2 is not
disturbed; (3) the overall write energy does not break the power limits. It has been
identified that RLRS is the key parameter for designing a cross-point array in terms
of worst-case voltage drop and write energy. Since the RLRS is not affected in type III
failures, the worst-case write noise margin and write energy are well maintained over
cycles for such types of failures. Figure 7 illustrates the worst-case voltage on the
furthest cell in a cross-point array over cycles with various array sizes for type I and
II failures. The write noise margin is calculated using our analytical model discussed
in Section 3. Not surprisingly, the voltage drop becomes better over time for a type I
failures as its RLRS continues to increase. However, the reduction of RLRS poses a
significant reliability issue for type II failures. For example, the voltage drop of a
512 × 512 array can go below half of Vwrite after 105 write cycles, and will inevitably
cause a write failure [Niu et al. 2012]. The problem is alleviated in smaller array sizes,
but a 256 × 256 array cannot work reliably after 107 write cycles even if its read noise
margin is still acceptable according to Figure 6(b).
The write energy of a cross-point array is much higher than its 1T1R counterpart
because all the cells and wire resistance in a cross-point array are consuming energy
ACM Transactions on Design Automation of Electronic Systems, Vol. 20, No. 4, Article 63, Pub. date: September 2015.

63:12

C. Xu et al.

Fig. 8. Worst-case write energy per array in various array sizes for (a) type I failure, (b) type II failure.

during the write operation. Given the peak power budget and number of simultaneously
activated arrays, the write energy of a cross-point array should not exceed an upper
bound. It is straightforward that the worst-case write energy occurs when all the cells
in a cross-point are in LRS. Figure 8 illustrates a worst-case write energy of a crosspoint array over cycles with various array sizes. For a type I failure, the worst-case
energy goes down as its RLRS increases over time. For a type II failure, the worst-case
energy can increase by several times with the reduction of RLRS . For example, the write
energy of a 512 × 512 array doubles after 105 write cycles.
In summary, ReRAM with type I and type III failures suffers from small read noise
margin problems and encounters occasional read failures as the resistance ratio of cells
shrinks, but they are almost write failure-free once the worst-case design is determined
during manufacturing. For type II failures, the write failures is a more severe problem
due to the reduction of its RLRS . Even writing a good selected cell may fail if many
half-selected cells have reduced RLRS . For all types of failures, there is a clear tradeoff between the lifetime and the array size of a cross-point array. The smaller the
array size, the longer the lifetime. There is an important choice to make for balancing
reliability and density at the design stage.
5. SOFT AND HARD ERROR RESILIENCE DESIGN

Most prior work on NVM reliability tackles either soft errors [Sun et al. 2011; Seong
et al. 2013] or hard errors [Ipek et al. 2010; Schechter et al. 2010]. However, a reliable
cross-point ReRAM design should be resilient to both soft and hard errors. In our design,
we proposed an error-resilient architecture to improve the reliability of the system. We
classify each failure event into soft error or hard error based on the characteristics
of each error type. The basic flow of our detection-handle mechanism is listed step by
step.
—If the ECC, which can be as simple as a single-error correcting and double-error
detecting (SEC-DED) code, detects a correctable error during a read operation, the
data are sent to the read request after correction. At the same time, the hard error
detection is triggered.
—The hard error detection unit will determine whether the failed cell is a retention
failure (soft error) or an endurance degradation (hard error). It will take extra steps if
necessary. The design of the hard error detection unit heavily depends on the failure
type, and will be discussed later in this Section.
—If the failure event is identified as a hard error, a hard-error tolerating technique
must be involved, such as ECP [Schechter et al. 2010] or DPM [Ipek et al. 2010].
In our design we adopt a light version of ECP. For a type II failure, there is some
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Table III. System Configuration
Processor
L1 I&D-cache
L2 cache
eDRAM L3
Cache
Memory
Configuration

4 cores; 3GHz; Out-of-order;
issue width = 8; 192-entry reorder buffer;
32-entry load-store queue
Private; 16KB per core; 2-way;
Shared; 4MB total; 16-way;
128-entry MSHR; 64-byte block size
32MB, 16-way
100 cycle access, tag store in SRAM
16GB; 2 ranks/DIMM;
8 chips/rank; 8 banks/chip;

extra work to do. This is because if we simply leave the bad cell as it is, this cell can
serve as a half-selected cell when writing a different block address next time. After
accumulating a lot of bad cells, there are chances that some of the half-selected cells
in a write operation are bad cells and they have lower RLRS than normal LRS cells,
resulting in an unintentional write failure even if the selected cell works perfectly.
Therefore, we will apply a RESET pulse on any bad cell in a type II failure once it
is detected. This ensures the resistance of the bad cell is not smaller than the initial
low resistance of a normal cell.
5.1. Hard Error Detection Unit

Most hard error detection works in a “rewrite-read-verify” (or “write-verify” for short)
way. The approach is briefly explained as follows. After the error is specified, the
correct data are written back, and immediately followed by a read operation. If the
read succeeds and ECC reports no error, then the previous error was identified as a
soft error. If the ECC reports an error in the same location again, this cell will be
marked as a bad cell.
The key drawback of this approach is that there is one additional write operation
every time the ECC is triggered. If the soft error rates are high and they trigger the
ECC more frequently than the hard errors do, the cells will wear out even earlier.
Our solution to this problem is to identify the error type by leveraging the rationale
behind each error type in ReRAM. One key observation as discussed in Section 4.2 is
that the soft error of ReRAM cells with low write current are dominated by LRS failures
(“1”-to-“0” flip). If there is no write failure and the ECC detects that a cell is identified
as “1” while it is supposed to be “0”, then it cannot be a soft error. In other words, an
erroneous “1” in type I and III failures is determined as a hard error. However, the
characteristics of each failure type in ReRAM endurance degradation make the design
of the hard error detection unit different from each other.
Simulation Setup. We use GEM5 [Binkert et al. 2011] as our simulation platform
with the integration of NVMain [Poremba and Xie 2012], which is a cycle-accurate
memory simulator for both DRAM and non-volatile memories. Table III shows the
detailed baseline configurations of the processor and ReRAM-based main memory in
our experiments. The selected SPEC2006 CPU benchmark with reference input size3
and STREAM with all functions [McCalpin 2014] are evaluated as a multiprogrammed
testbench.
5.1.1. Type I Failure. Figure 9 demonstrates the hard error detection mechanism for a
type I failure. As mentioned, an erroneous “1” is determined as a hard error. While for
3 http://www.spec.org/cpu2006/.
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Fig. 9. Hard error detection for type I failure.

an erroneous “0”, there are two possibilities: an increased RLRS due to cycling or an
abrupt LRS-to-HRS jump due to retention failure. Given that the resistance changes
gradually and the erroneous cell was not marked as a bad cell, the increased RLRS
is expected to be much smaller than an abrupt LRS-to-HRS jump. Therefore, the
erroneous cell is read again and its read current is compared with another reference
current Ire f that is smaller than the one used for normal read operations (Ire f 0 ). If its
read current Iread is greater than Ire f , it indicates that the cell has a modest resistance
value, indicating a hard error. Thus ECP will mark it as a bad cell. Otherwise the cell
has a high resistance value, indicating a soft error.
The design is essentially based on a three-level output sense amplifier. Normally the
reference current Ire f 0 for read operations is generated by averaging the current from
two complementary cells: one cell in LRS and the other in HRS, that is,
ILRS + IH RS
.
(13)
2
In our design, the reference current Ire f is generated from a partially-RESET reference cell.
Ire f 0 =

Ire f = m × IH RS (m > 1),

(14)

where m is the factor of multiplication. The area overhead of such a sense amplifier
design is estimated to be less than 5% of the total NVM chip area [Dong and Xie 2011].
In order to evaluate the effectiveness of our hard error detection unit, we choose
an ECP6 scheme with six correction pointers that can mark up to six bad cells in a
512-bit memory block. We assign 10% variations for both β and γ in Equation (12). The
variations of the pass transistors are also considered [Yu et al. 2013]. First we assume
constant soft error rates without postcycling retention degradation. The soft error rate
is calculated using Equation (11) and the LRS retention at 85◦ C is extrapolated from
published data [Chen et al. 2013b]. We do not assume wear-leveling techniques in our
simulations. Figure 10 shows the fraction of memory blocks that survive, given the number of block writes to ReRAM built in different array sizes. The baseline ECP without
any hard error detection assumes every error reported by ECC is marked as a bad cell
and occupies one correction pointer in ECP. Therefore, it has the worst lifetime though
there is no associated hardware, or performance and energy overhead for detecting
hard errors. Compared to the baseline, the “write-verify” detection scheme improves
the lifetime significantly because the soft errors are identified, avoiding unintentional
usage of correction pointers in ECP. The detection mechanism we proposed further
enhances the endurance curve because it does not involve unnecessary writes during
the detection procedure. Our approach is more effective for ReRAMs with larger crosspoint arrays as they are more vulnerable to errors. Another advantage of our scheme
over the conventional “write-verify” scheme is that the latency and energy overheads
associated with the unnecessary writes are saved, given that reads are much faster
and more energy-efficient than writes in NVM.
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Fig. 10. Percentage of available capacity versus the number of writes to ReRAM for type I failure, with
various array sizes: (a) 128×128, (b) 256×256, (c) 512×512.

Fig. 11. Normalized IPC across SPEC 2006 benchmarks for type I failure with array size of 512×512.

Fig. 12. Sustainable number of writes to ReRAM for type I failure with and without considering postcycling
retention degradation, for various array sizes of (a) 128×128, (b) 256×256, (c) 512×512.

Figure 11 shows the impact of our hardware detection units on performance across
different benchmarks. For type-I failures, the average IPC degradation of our proposed
scheme is only about 2% in comparison with the baseline design.
The postcycling retention degradation is also considered, and the LRS retention after
106 is assumed to be 10% that of the initial LRS retention time [Chen et al. 2013a].
The sustainable number of writes to ReRAM NW M is defined such that 80% of memory
blocks survive in ReRAM after NW M block writes. Figure 12 demonstrates the reduction of NW M caused by postcycling retention degradation for different error detection
approaches. The major reason is that as the soft error rate goes up after 106 cycles,
the ECC are triggered more frequently. For the baseline ECP without any hard error
detection, a large number of retention-failure-induced errors will soon wear out the
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Fig. 13. Hard error detection for type II failures.

memory cells. As we can see from Figure 12, the average NW M with postcycling retention is only about 71% of that without considering postcycling retention. For the
“write-verify” detection scheme, higher soft error rates means the hardware detection
unit will test (and write) the erroneous cell more frequently, and thus wear out them
earlier. The average NW M with postcycling retention is about 89% of that without considering postcycling retention. With our proposed write-free hardware detection unit,
the average NW M with postcycling retention is about 95% of that without considering
postcycling retention.
5.1.2. Type II Failure. The unique characteristic of a type II failure is its RLRS can
decrease over cycles, resulting in a write failure. In practice, more than one LRS cell
in a memory block can be mapped to the same cross-point array, and are fully selected
during the write operation. The current of these fully biased LRS cells makes the
largest contribution to the total current of the selected wordline and thus causes a
significant voltage loss along the wire. If the furthest selected cell fails to have enough
voltage, the primary reason is that some of the fully selected LRS cells have degraded
RLRS values. The secondary reason is that there have accumulated a large number of
degraded LRS cells among the half-selected cells. Our design also tries to avoid the
latter case.
Figure 13 illustrates the hard error detection mechanism for type II failures. As the
RLRS -induced write failure is the primary concern in the reliability issue, each time
the ECC detects an error, it will read all the “1”s in the memory block that mapped to
the same cross-point array with the erroneous cell again. The read current of these cells
(including the erroneous cell) is compared with a large reference current level, Ire f , to
determine whether there is notable RLRS reduction in the cell. If the read current of
any LRS cell is greater than Ire f , the cell is marked as a bad cell by ECP. Then we apply
a RESET pulse on the bad cell. As long as the cell is RESET to a higher level than the
initial RLRS , the cell will not be responsible for any write failures no matter whether it
is fully selected or half-selected during a future write operation. If no LRS cell in the
array shows significant RLRS degradation, then we determine that an erroneous “1” is
caused by decreased RH RS (hard error) and the cell is simply marked as a bad cell by
ECP. No RESET operation is required for such a cell since it is already in its HRS.
Figure 14 shows the percentage of surviving memory blocks for type II failures
without postcycling retention. The improvement of our design over the “write-verify”
detection scheme is more significant than it is for type I failures. This is because
checking more than one cell after the ECC is triggered provides a wider error coverage
range. For ReRAM with 512×512 arrays, our design extends the lifetime more than
12% compared to conventional “write-verify” detection schemes.
Figure 15 shows the impact of our hardware detection units on performance across
different benchmarks. For type-I failures, the average IPC degradation of our proposed
scheme is about 4% in comparison with the baseline design.
ACM Transactions on Design Automation of Electronic Systems, Vol. 20, No. 4, Article 63, Pub. date: September 2015.

Impact of Cell Failure on Reliable Cross-Point Resistive Memory Design

63:17

Fig. 14. Percentage of available capacity versus the number of writes to ReRAM for type II failures, with
various array sizes of (a) 128×128, (b) 256×256, (c) 512×512.

Fig. 15. Normalized IPC across SPEC 2006 benchmarks for type II failure with array size of 512×512.

Fig. 16. Sustainable number of writes to ReRAM for a type II failure with and without considering postcycling retention degradation, for various array sizes of, (a) 128×128, (b) 256×256, (c) 512×512.

As Figure 16 illustrates, considering the postcycling retention degradation, our design shows more significant lifetime improvement over the baseline and the “writeverify” detection scheme.
5.1.3. Type III Failure. As seen in Figure 17, detecting a hard error in type III failures
is relatively easy since its RLRS is almost constant. In this case, an erroneous “1”
indicated by the ECC is identified to be a hard error as a result of RH RS . In contrast, an
erroneous “0” is identified to be a soft error as a result of retention failure. Figure 18
shows the percentage of surviving memory blocks for type III failures. Given that our
detection approach for this type of failure is almost free, the improvement over the
conventional hard error detection schemes is significant. Figure 19 shows the impact
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Fig. 17. Hard error detection for type III failures.

Fig. 18. Percentage of available capacity versus the number of writes to ReRAM for type III failures, with
various array sizes of, (a) 128×128, (b) 256×256, (c) 512×512.

Fig. 19. Normalized IPC across SPEC 2006 benchmarks for type II failures with array size of 512×512.

of our hardware detection units on the performance across different benchmarks. For
type-I failures, the average IPC degradation of our proposed scheme is less than 1% in
comparison with the baseline design.
Again, our design only introduces less than 5% reduction of NW M when considering
postcycling retention, while the baseline and the “write-verify” detection schemes have
more than 30% and 10% reduction in NW M .
5.2. Hardware Overhead

Hardware implementations of the hardware error detection units for different types
of failures are verified in behavioral Verilog by creating a testbench and simulating
using Mentor Graphics Modelsim [Mentor Graphics 2014]. We further investigate the
overheads in terms of power, area, and critical path by synthesizing our Verilog code
using Design Compiler [Synposys 2014] based on a 45nm technology library. The worstcase latency of any hardware error detection unit is less than 700ps and is negligible
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Fig. 20. Sustainable number of writes to ReRAM for type III failures with and without considering postcycling retention degradation, for various array sizes of, (a) 128×128, (b) 256×256, (c) 512×512.
Table IV. Area/Power of the Hardware
Detection Units
Failure Type
Area (μm2 )
Power (mW )

Type-I
3150
0.757

Type-II
9670
1.041

Type-III
915
0.568

compared to the overall memory access latency. The area and power overheads of the
hardware implementations are summarized in Table IV. The hardware detection unit
for type-II failures has the most complex design. However, overall such a design has
less than 0.1% of the area overhead of a typical memory chip and less than 1% of the
power overhead of an average memory chip.
6. CONCLUSION

ReRAM is a promising candidate for next-generation nonvolatile memory technology.
The high density cross-point structure is the most attractive memory organization
for low-cost ReRAM. However, due to the lack of isolation between cells in a crosspoint array, the resistance degradation over write cycles observed in ReRAM cells will
have a significant impact on the reliability of such a structure. Our analysis shows
that type I and III failures suffer from read noise margin degradations, while type II
failures have to deal with additional write issues, including reduced voltage drop and
increased write energy. Instead of a write-intensive hard error detection mechanism,
we design effective hard error detection units for each failure type without involving
write operations. For uncycled LRS retention, our design enables a soft error and hard
error resilient architecture which extends the lifetime of ReRAM by up to 75% over the
design without hard error detection and up to 12% over the design with a “write-verify”
detection mechanism. Considering postcycling retention degradation, our design shows
more significant lifetime improvement.
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