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Abstract—Accurate electrical masking modeling represents a significant challenge in soft error rate analysis for combinational logic

circuits. In this paper, we use table lookup MOSFET models to accurately capture the nonlinear properties of submicron MOS

transistors. Based on these models, we propose and validate the transient pulse generation model and propagation model for soft error

rate analysis. The pulse generated by our pulse generation model matches well with that of HSPICE simulation, and the pulse

propagation model provides nearly one order of magnitude improvement in accuracy over the previous models. Using these two

models, we propose an accurate and efficient block-based soft error rate analysis method for combinational logic circuits.

Index Terms—Reliability, simulation, fault injection, combinational logic.
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1 INTRODUCTION

SINGLE Event Upset (SEU) is a voltage transient caused by
neutron or alpha particles from cosmic ray or package

materials [37]. The voltage transients may flip bits in memory
cells or latches, causing soft errors. Soft errors in memory can
be corrected by Error Correcting Code (ECC) circuitry, and
many radiation harden techniques for memory cells or
latches have been proposed [37], [15]. However, voltage
transients caused by particle strikes can happen on any node
in combinational logic. This transient pulse can propagate
through logic gates, and finally, be latched by a sequential
element, resulting in a soft error [29]. Cheap solutions to
reduce soft errors caused by transients generated in combina-
tional logic are not well understood yet. Fast and accurate
analysis of soft error rate for combinational logic circuits is the
first step toward the effort of finding efficient solutions [18].

There are three masking effects that can prevent a
transient pulse in combinational logic from propagating
and being latched by a memory element: logical masking,
electrical masking, and latch window masking [29]. Logical
masking happens when one of the other inputs of a gate is
in controlling state (e.g., 0 for a NAND gate) so that the
transient is blocked. Latch window masking means that the
arrival transient pulse is outside of the latching window for
the sequential elements. These two masking effects have
been well studied [15], [29], [32], [33], [10], [20]. Electrical
masking happens when the voltage transient resulting from
a particle strike is attenuated by subsequent logic gates
because of the electrical property of logic gates [15].

Electrical masking plays an important role in soft error
rate estimation for combinational logic. For example, our
experimental result shows that for a small circuit with logic
depth of five stages, ignoring electrical masking effect can
overestimate the SER by 138 percent. Many models for the
electrical masking effect have been proposed [24], [16], [6],
[5], [29], [32], [33], [34], [7], [19]. However, these models
introduce large errors for the estimation of transient pulse
propagation, resulting in inaccurate soft error analysis for
combinational logic. Inaccuracy in transient pulsewidth
estimation can lead to large error in the soft error rate
analysis [6]. For example, assuming that the transient pulse
estimation error is 15 percent, for the same circuit
mentioned afore, 52 percent error in the SER estimation
can be introduced.

In this paper, we propose and validate transient pulse

generation and transient pulse propagation models for accurate
electrical masking analysis. Based on these models, we
propose an accurate and fast block-based SER analysis
method for the combinational logic circuits.

The rest of the paper is organized as follows: Section 2
reviews related work; Section 3 presents MOS transistor
modeling; Section 4 provides the background on the soft
error rate calculation and discusses the models of transient
pulse generation and pulse propagation; Section 5 presents
our soft error rate estimation methods; and Section 6 shows
experimental results on the test circuits. Finally, the
conclusions are provided in Section 7.

2 RELATED WORK

Early work in estimating SER in the combinational logic
circuits was based on the time-consuming Monte-Carlo
Simulations [13], [21]. Recently, many attempts have been
made to estimate the SER of logic circuits quickly and
accurately [29], [32], [33], [34], [7], [26]. Fault simulation
methods [20] or BDD-based techniques [32] can be used to
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estimate the logic masking effect. Latch window masking
effect is also modeled by Shivakumar et al. [29].

Various techniques [5], [24], [6], [5], [33], [34], [7], [29],
[16], [6], [19], [36], [4], [27] have been proposed to capture
the electrical masking effect in SEU simulation. These
techniques at the circuit level and the logic level can be
categorized into four major types.

1. Simple trapezoidal- or triangle-waveform-approxi-
mation-based approaches [7], [32], [24], [4], [29]: In
these approaches, the SEU-induced transients are
captured by the simple parameters: the slope, the
magnitude, and the width. These parameters of a
transient pulse at the site of a particle strike are
obtained by precharacterization of the library cells.
For transient pulse propagations, empirical mathe-
matical equations [24], [29], such as delay degrada-
tion model, or transfer functions [32], are used to
predict the transient responses of the gates. Transfer
functions of the gates are obtained via circuit
simulation with SPICE for different library cells.

2. Equivalent-inverter-based approaches [16], [5], [33]:
In these approaches, the transistor-level models of
logic gates are reduced to equivalent inverters. The
effective width of the single transistor is used to
replace series-connected transistors.

3. Simple RC-model-based approaches: Based upon
linear RC models of logic gates, the transient
response can be computed using close-formed
equations [6], [19], [36]. Dahlgren’s approach assigns
a resistance to each transistor based on the width/
length ratio and models transistors in series as the
equivalent resistance.

4. Rao et al. [27] proposes a parametric waveform
model based on the Weibull function.

However, these approaches are not sufficiently accurate
to capture the electrical masking effect on the radiation-
induced transients. Approaches belonging to category 1 are
very simple and fast, but these approaches cannot cover
the possible radiation-induced transient waveforms that
can be generated due to particle strikes and cannot capture
the nonlinear gate transfer characteristics for SEU-induced
transients [19]. Approaches of category 2 provide a good
estimation of propagation delay for full swing signals,
but the predicted transient responses do not match well
with SPICE simulations due to the errors in the current
estimation [22]. In addition, current-based simulation
approaches are relatively slow [22]. Approaches of type 3
are simple, but they fail to account for the nonlinear gate
transfer characteristics for SEU-induced transients [19]. In
type 4, Rao et al.’s model [27] is simple and efficient, but its
application is limited because it fails to handle the swings
above Vdd or below ground because it only matches the
values of the pulse between ground and Vdd. Thus,
accurately modeling the electrical masking effect for
combinational logic circuits remains a challenge.

Traditionally, the soft error rate analysis is performed
using path-based approach [29], [33], [34], [5], [6]. In this
work, we use block-based approach, which has been widely
used in the statistical timing analysis [30], to achieve fast
soft error rate analysis. In the path-based approach, all

possible paths from the nodes in the netlist to the primary
outputs are enumerated, and the number of the path is an
exponential function of gates. Block-based approach has
two-key advantages over the path-based approach: avoid-
ing the recomputation by reusing the pulse estimation
result of the gate for all its fan-out nodes and low
computation complexity.

Our contributions in this paper distinguish itself in the
following aspects: 1) we propose a more accurate electrical
masking model that takes into account the nonlinear
properties of MOS transistors and covers all the possible
transient waveforms that can be generated due to particle
strikes and 2) we propose a fast block-based soft error
analysis method for combinational logic that utilizes the
accurate electrical masking model.

3 DEVICE MODELING

In this section, we present two lookup-table-based device
models: one is the drain current model, and the other is the
capacitance model. These models effectively capture the
nonlinear properties of the MOS transistors. Shima et al.
[9] originally proposed the lookup-table-based drain cur-
rent model for a single transistor in their device simulator.
We extend their current model to series-connected transistors.
We also model the parasitic capacitance using lookup
tables. With lookup-table-based device models, arbitrary
precision in modeling the nonlinear devices can be achieved
by simply adding more entries to the table. In addition to
the nonlinear properties of the MOS transistor, both the
stacking effects of series-connected MOS transistors and the
input patterns [32] have significant impact on the accuracy
of the transient error analysis. Both factors have been taken
into account in our transistor modeling.

3.1 MOS Transistor Drain Current Modeling

The analytic models [17], [28], [14] approximate the drain
current as a simple quadratic function or linear function in
different regions. They match I-V characteristics of CMOS
gates at the high-current region very well [12]. However,
the current at the linear region is typically underestimated
in these models and that current plays an important role in
estimating the waveform of a transient pulse [12]. With a
reasonable number of the table entries in the drain current
table, the model matches the I-V characteristics of the most
advanced bulk CMOS model very well. Since drain current
(Ids) is the function of the gate-source voltage (Vgs) and the
drain-source voltage (Vds), it can be obtained from the
HSPICE simulation by sweeping Vds and Vgs.

Both the stacking effects of series-connected MOS
transistors and the input patterns [32] have been taken into
account in our transistor modeling. Different input transi-
tion patterns can result in different operation region
transitions for each stacked transistor. Modeling the region
changes in the stacking transistors complicates the transient
pulse simulation. To address this effect, we model the
series-connected transistors as a single block, and apply
different input transitions to the block and extract the drain
current for that block. The drain current (Ids) is the function
of the number of series-connected transistors, the biased
voltages, and the input transitions.

138 IEEE TRANSACTIONS ON DEPENDABLE AND SECURE COMPUTING, VOL. 8, NO. 1, JANUARY-FEBRUARY 2011



3.2 MOS Effective Capacitance Modeling

The transient response of a combinational logic gate is
sensitive to the effective capacitance of the logic gates.
Although the pulse propagation delay of a single gate can
be estimated by using a single load capacitance with
constant value, which is commonly used in the static timing
analysis, the analysis of the transient response of the
combinational circuits requires a model to characterize the
nonlinear property of capacitance. Fig. 1 shows nonlinear
properties of the gate to drain capacitance with different
input and output voltage applied to an inverter. The
capacitance of the transistors is the function of the gate-
source voltage (Vgs) and the drain-source voltage (Vds).
Therefore, accurate results cannot be obtained by using a
single constant capacitance model, since there are a variety
of different signal waveforms in the transient analysis.

In this study, similar to the transistor drain current
modeling, we construct a lookup-table-based capacitance
model by extracting the capacitance from HSPICE simula-
tion, and sweeping the gate-source voltage (Vgs) and
drain-source voltage (Vds).

4 ELECTRICAL MASKING MODELING FOR

COMBINATIONAL LOGIC CIRCUITS

Our electrical masking model consists of the pulse generation
and the pulse propagation model. In this section, we first review
the soft error analysis methods considering three masking
effects. We then present the waveform approximation
method for the transient pulse. Based on this approximation
method, we present accurate models to estimate the transient
pulse generation and attenuation using the table-based
transistor models presented in Section 3.

4.1 Background

When a high-energy particle strikes an MOSFET device,
electron/hole pairs are generated [37], [15]. The electrons
and holes move toward opposite directions if there is
electric field between the source and drain terminals. This
movement generates a transient current pulse, which can be
modeled as a double exponential pulse [8], [35]:

IinjectðtÞ ¼ Ipeak � ðe
�t
�a � e

�t
�b Þ; ð1Þ

where Ipeak ¼ Q
�a��b , in which Q is the charge collected as a

result of particle strike, �a is the collection time constant, and

�b is the ion-track establishment time constant. �a and �b are

the constants which depend only on process-related factors.

The current IinjectðtÞ charges/discharges the capacitance at

the output node, generating a transient voltage pulseV pðtÞ, as

shown in Fig. 2. The transient pulse may propagate to the

sequential elements at the end of logic chain and upset the

stored values.
As mentioned in Section 1, there are three masking effects

that can prevent a transient pulse in combinational logic
from propagating and being latched by a memory element:
logical masking, electrical masking, and latch window masking
[29]. To model the logic masking effect for the path between
node n and primary output (PO) POni; Psensitizedðn; POni;
input patternÞ is defined as the probability at which the
transient error occurs at node n is functionally sensitized to
primary out POni with a particular input pattern. Fault
simulation methods [20] or BDD-based techniques [32] can
be used to estimate that probability. The latch window
masking effect can be modeled as the function of the
characteristics of the transient pulse at the latch input, the
latch window, and the clock period. The characteristics of the
pulse at the latch input are determined by the collected
charge generated by the particle strike and the path, through
which the pulse propagates. The probability of a pulse is
propagated to the primary output POni and finally captured
by the latch can be denoted as Perrorðn; POni; qÞ.

According to Hazucha’s model [11], SERðn; POni;
input patternÞ can be defined as

K � F � AreaS
AreaC

 XQmax

q¼0

ðfðqÞ � �q

� Perrorðn; POni; input pattern; qÞ
!
;

ð2Þ

where K is a constant; F is the neutron flux; AreaS is the
drain area struck by neutron flux; and AreaC is the total
area of the circuits. The node n is the particle-stricken node
and POni is the primary output. The range of the collected
charge is defined as from 0 to Qmax, where the Qmax can
be set to 4Qs as in SERA tools [33]. Qs is the charge
collection efficiency of a device, which depends strongly
on doping and Vdd. We divide the charge value into
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Fig. 1. Nonlinear properties of the gate to drain capacitance (Cgd) of an
inverter. Cgd varies with the change of the input and output voltage
applied to the inverter.

Fig. 2. Transient pulse generation simple modeling.



m equal-size intervals [29]. For each interval, we inject a
current pulse associated with a specific charge q, to obtain
the Perror. The fðqÞ is the probability density function of
the collected charge q (1=Qs� expð�q=QsÞ) obtained from
Hazucha’s empirical model [11]. For a node n in the
circuit, the SER value, SERðnÞ, can be calculated as [33]

Xk
i¼1

SERðn; POni; input patternÞ

� Psensitizedðn; POni; input patternÞ:
ð3Þ

Assume that gate n is sensitive to a set of the primary
outputs, and this set of the primary outputs is defined as
POni, where i is from 1 to k.

According to Shivakumar et al. [29], the soft error rate of
a combinational logic is the sum of each individual node’s
susceptibility:

SERchip ¼
XN
n¼0

SERðnÞ; ð4Þ

where N is the total number of nodes in the circuit.

4.2 MOS Waveform Approximation

In transient analysis, a simple ramp approximation of the
waveforms is widely used in static timing analysis. The
common approach of the ramp approximation in soft error
analysis [29], [32], [7] is using trapezoidal or triangular. The
slops of the waveform are approximated by the edges of
trapezoidal or triangular. However, as technology scales to
nanometer regime, the increase of circuit speeds and other
deep submicron phenomena, such as coupling noise, make
the shape of the signal waveform much more complex [23].
As a result, this single parameter model fails to compute the
transient response of complex logic circuits accurately.
Recent research [26] proposes a parametric waveform
model based on the Weibull function, but the model fail
to handle the swings above Vdd or below ground because it
only matches the values of the pulse between ground
and Vdd. In our research, we use discrete values of the
waveform to approximate the transient pulse. We define a
time step and at each time step, the voltage value is
sampled. The time step can be adaptively changed accord-
ing to the voltage change to trade-off accuracy and speed.

4.3 Pulse Generation Modeling Considering the
Coupling of the Floating Capacitors

We first present pulse generation model which only
considers the ground capacitance. A CMOS logic gate
consists of one pull down network and one pull up network.
For example, for a NAND gate, the transistors in the pull up
network connected in parallel and the transistors in the pull
down network connected serially. For the parallel-con-
nected transistors, their contributions to drain current can
simply be summed up together. For the series-connected
transistors, the drain current is modeled using a lookup
table method described in Section 3. The total current that
can cause output voltage change is equal to the summation
of the drain currents for these two networks.

As shown in (1), the transient current caused by the
particle strike is modeled as a current source IinjectðtÞ. Given

the input pattern of a logic gate, the transient voltage pulse
generated by the particle strike can be calculated using the
forward Euler method:

VP ð0Þ ¼ fðinputpatternÞ; ð5Þ

VP ðT þ tstepÞ

¼ VP ðT Þ þ
ð�Idspullup � Idspulldown þ IinjectðT ÞÞ � tstep

CloadðT Þ þ CinðT Þ þ CmillerðT Þ
;

ð6Þ

where Idspullup and Idspulldown are the total drain to source
current of the pull up network and the pull down network,
respectively, the tstep is the time step for the waveform
approximation, Cload is self-load capacitance, Cin is the total
input capacitance of the load gates, and Cmiller is the
effective parasitic capacitance between the input and
output of the gate [25]. Note that the capacitances in the
equations of this section are recomputed every time step
based on the current VgsðT Þ and VdsðT Þ. In other words,
CðT Þ ¼ Table CapðVgsðT Þ; VdsðT ÞÞ, where T is current time
step and Table Cap is the capacitance table. The initial
value of the output voltage VP ð0Þ can be obtained as the
function of the input pattern and the type of the logic gates.

Ignoring the coupling effects of the floating capacitors
introduces the error as large as three percent. Considering
the circuits in Fig. 3, the current pulse is injected at the
output of gate P . We first determine the gates that strongly
affect the accuracy of the modeling to reduce the computa-
tion costs. We adopt the notion strong coupled nodes, which
are defined as the nodes whose transistors are channel-
connected [31]. Our experiments show that the nodes that
are not strongly coupled to the current-injected node have
little impact on the accuracy of the modeling.

Two types of nodes have the strong coupling with the
current-injected node: one is the loads of the gate and the
other is its fan-ins. As shown in Fig. 3, gate N is the current-
injected gate, and gate A;B;C, and D are the strongly
coupled nodes. According Kirchhoff’s Current Law (KCL),
we have the following equations at the gate N’s output
node P and its fan-in nodes.

For each fan-in node, we have

Id1i þ I2i ¼
�Vin1i � Cg1iðT Þ

tstep
; ð7Þ
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Fig. 3. The pulse generation model considering the effects of coupling
capacitances. Gate N represents the current-injected gate; gate A, B,
C, and D are the strongly coupled gates.



where Id1i is the drain current of the fan-in gate, I2i is the

current flowing through the floating capacitor between the

fan-in nodes and node P , Vin1i is the fan-in gate’s output

voltage, Cg1i is the ground capacitance at the fan-in node,

and tstep is the time step.
At the current-injected node P , according to KCL, we

have

XM
i¼0

I2i þ I1 ¼ Id2 þ Iinject þ
XK
j¼0

I3j; ð8Þ

where Id2 is the drain current at the node P , M and K are

the total number of the fan-in nodes and the fan-out nodes,

and I3j is the current flowing through the floating capacitor

between the fan-out nodes and node P .
For each capacitor, according to charge conservation law,

for each floating capacitor between the fain node and the

node P , we have

I2i ¼
ð�VP ��Vin1iÞ � C1iðT Þ

tstep
; ð9Þ

where C1i is the floating capacitor between the fan-in nodes

and node P . VP is the voltage at the node P , where the

current is injected.
Similarly, for each floating capacitor between the fan-out

node and the node P, we have

I3j ¼
ð�Vout1j ��VP Þ � C3jðT Þ

tstep
; ð10Þ

where C3iðT Þ is the floating capacitor between the fan-out

node and node P and �Vout1j the output voltage of the fan-

out node.
Finally, we have the following equation at the node P :

I1 ¼
�VP � C2ðT Þ

tstep
; ð11Þ

where C2 is the ground capacitance at the node P .
We approximate the �Vout1j using a simple approach

as (6):

Id3j �
tstep

Cg3jðT Þ
; ð12Þ

where Cg3j is the effective ground capacitance at the fan-out

node. By solving the equations from (7) to (12), we obtain a

closed-form result for the voltage change at the node P:

�VP ¼
Id2 þ Iinject þ

Pi¼M
i¼0 Id1i

C1i

C1iþCg1i þ
Pj¼K

j¼0
�V out1jC3j

tstep

C2 þ
Pi¼M

i¼0
C1iCg1i
C1iþCg1i þ

Pj¼K
j¼0 C3j

� tstep:
ð13Þ

Thus, we have

VP ðT þ tstepÞ ¼ VP ðT Þ þ�VP : ð14Þ

4.4 MOS Pulse Propagation Modeling Using Simple
Overshoot/Undershoot Model

Fig. 4 shows the pulse propagation through a logic gate. We
use a similar approach in Section 4.3 to model the pulse
propagation. In this section, we present the pulse propaga-
tion model, which use a simple overshoot/undershoot
model to deal with the coupling effects of the floating
capacitors. Similar to the pulse generation model (6), the
pulse propagation can be modeled as

VoðT þ tstepÞ ¼ VoðT Þ þ
ð�Idspullup � IdspulldownÞ � tstep
CloadðT Þ þ CinðT Þ þ CmillerðT Þ

:

ð15Þ

However, the Overshoot/Undershoot phenomena is
not modeled in (15). Overshoot (undershoot), as shown in
Fig. 5a, is defined as the transient value of the voltage
that exceeds (is lower than) the final value [25]. Over-
shoot/undershoot occurs because of the capacitance
between the input and output [25]. As shown in Section 6,
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Fig. 4. Transient pulse propagation modeling, where Vi(t) is applied to
input A and B is tied to high.

Fig. 5. Overshoot/undershoot in the transient pulse propagation, in is
input of the transient pulse, out1 is output of first stage, and out2 is the
output of second stage. (a) Overshoot/undershoot example. (b) Simple
model for the overshoot.



overshoot/undershoot has great impact on the accuracy
of estimation of the transient pulse propagation. Thus, the
overshoot and undershoot have to be taken into account
in the transient error modelings.

In this study, we use a simple model to estimate the
overshoot and undershoot. As shown in Fig. 5b, the ðCmillerÞ
capacitance is the effective parasitic capacitance between
the input and output, and ðClÞ is the sum of the diffusion
capacitances ðCloadÞ and input capacitance of the load gates
ðCinÞ. The drain current ðIdrainÞ contributes the change of
the output voltage as well as the change of the voltage
across the input and output. Thus, the pulse waveform
estimation, which includes the overshoot/undershoot ef-
fect, can be performed as

VoðT þ tstepÞ ¼ VoðT Þ þ
CmillerðT Þ � �Vi � Idrain � tstep

ClðT Þ
;

ð16Þ

where �Vi ¼ ðViðT þ tstepÞ � ViðT ÞÞ is the input voltage
change and Idrain ¼ Idspullup þ Idspulldown.

5 BLOCK-BASED SOFT ERROR ANALYSIS METHOD

In this section, we first present block-based soft error
analysis algorithms based on our transient error modeling,
and then, we show two heuristics to improve the speed of
the transient analysis.

Fig. 6 shows the pseudocode of our SER estimation
algorithm. Our algorithm takes the netlist as input; it
computes the soft error rate for the entire circuit
considering three masking effects. We apply the fault
simulation techniques [20] to evaluate logic masking
effect (Line 1-Line 4). A for loop iterates over the random
input vectors. In each iteration, the fault-free circuit is
first simulated, and the sensitive gates in the gate netlist
are determined using the critical path tracing techniques
[20] (Line 3). With the sensitive gates determined, we
update Psensitizedðn; POni; input patternÞ for these
nodes. Next, we take into account the electrical masking
effects and the latch window effects. At Line 5, we
estimate the SERðn; POni; input patternÞ, for each gate n
in the netlist by calling the function EmaskðnetlistÞ.
Finally, at Line 6, the soft error rate of the entire circuit is
calculated as the summation of each gate’s susceptibility.

Fig. 7 gives the pseudocode of the function
EmaskðnetlistÞ. Block-based approach is used in this
function. In a block-based approach, the nodes in a circuit
graph are first levelized. The pulse generation model is then
applied to compute the pulse generated at the victim gate,
where the particle is striking. The remaining nodes in the
circuit graph are visited in the order of levels. For example,

assume that the victim gate is n as shown in Fig. 8, we first
visit node n and compute the pulse generated at that node.
This pulse is then propagated to nodes at level 1, as shown
in Fig. 8. We compute these pulses using the pulse
generation model. After all, the nodes at level 1 have been
visited, the nodes at level 2 are visited. This propagation of
the pulses is performed until the pulses reach the latches.

The function EmaskðnetlistÞ takes the gate netlist as its
input and calculates the SERðn; i; input patternÞ for each
gaten in the netlist. The main body of the function is a for loop,
which iterates over all the gate nodes of the circuit. In each
iteration, we extract the subcircuit from the gate node n to the
primary outputs and calculate the SERðn; i; input patternÞ
for the set of POs whichn can reach. The node in the subcircuit
is levelized according to its distance to the current-injected
node n, as shown in Fig. 8. At Line 5, the strongly coupled
nodes of the current-injected gate n is first extracted and the
pulse generation model is then applied to estimate the
waveform of the pulse generated at the node n. The pulses at
the next level are estimated using the pulse propagation
model. We repeat this pulse propagation process until the
pulses reach the primary outputs at line 6.

One subtle issue during the computation of pulse
propagation is the handling of reconvergent fan outs. (For
example, the blacked nodes as shown in Fig. 8 are the
reconvergent points). If a pulse propagates through two (or
more) different paths with the same delay, at the reconver-
gent point, the resultant pulse due to overlapping con-
vergent pulses could be amplified or attenuated (depending
on whether the pulses are inverted or not). However, as
pointed out by [3] and [2], such reconverting effects are rare
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Fig. 6. The pseduocode of the SER estimation algorithm.

Fig. 7. Pseudocode for function Emask (netlist), which is called by SEU
(netlist) in Fig. 6.

Fig. 8. The example of block-based soft error rate analysis.



situations in practice and have minimal impact on the
accuracy. Therefore, in our analysis, we follow the method
suggested in [19] and choose the pulse with larger
pulsewidth at the reconvergent point as its input to estimate
the output pulse waveform.

The SERðn; POni; input patternÞ value is computed
based on the characteristics of the pulse at the POni, the
latch window size, and the clock period for each primary
output at this subcircuit. From Line 4 to Line 7, the for
loop enumerates all the possible input patterns since the
input pattern has large impact on the SEU immunity [32].
Compared to our block-based method, the computation
complexity of the path-based approach is an exponential
function of the number of gates in the circuits [29], [33],
[34], [5], [6].

In our transient error analysis algorithm, two heuristics
are introduced to improve the performance.

1. Earlier termination: The transient pulse propagation
computation can be terminated earlier for a parti-
cular node if the pulse amplitude of transient voltage
at any internal nodes is already less than V dd=2.

2. Adaptive time step: The choice of the time step used
in the simulation is important to the performance of
the SER simulation. The naı̈ve scheme is to use a
uniform step for the entire simulation. However, the
large range of the slope of the transient pulse makes
it necessary to use nonuniform time step. For

example, the current pulse generated by the particle
strike has rapid rising time and much longer falling
time. The step must be smaller enough to accurately
estimate the rise of the pulse, while the step can be
relaxed to compute the response of the falling edge
of the output.

6 ANALYSIS RESULTS

We implement our soft error analysis algorithm with the
electrical masking model in C++. In this section, we first
present our analysis results to show the accuracy and the
runtime of the soft error analysis for combinational logics.
We then compare our method against the existing techniques
in terms of accuracy, runtime, and memory requirements.

6.1 Accuracy and Runtime of Our Method

We first perform the transient pulse generation analysis and
compare it against HSPICE simulation. Next, we validate
pulse propagation model on two simple logic gate net-
works: the inverter chain and the two-input NAND chain.
We then perform the soft error analysis on three small
circuits and compare against HSPICE simulation result.
Finally, we conduct the analysis on six ISCAS benchmark
circuits (which are too large to obtain HSPICE simulation
result within reasonable runtime) to show the efficiency of
our soft error analysis method.

We validate our pulse generation model on a combina-
tional logic circuit, with multiple loads and multiple fan-in
gates, as shown in Fig. 9a. Fig. 9b shows a comparison
between our results and those obtained with HSPICE
simulation using Berkeley Prediction Model [1]. In this
analysis, three different input patterns are applied to the
current-injected gate (gate 1). The waveforms generated by
our model are perfectly matched with those of HSPICE
simulation, as shown in Fig. 9b.

We then perform the transient pulse propagation
analysis on two simple logic gate networks: the inverter
chain and the two-input NAND chain for 180 nm technol-
ogy. Table 1 shows the computation error of the pulsewidth
for transient pulse propagation against the HSPICE simula-
tion. After six stages, the error is less than three percent for
the inverter chain for pulsewidth and 3.22 percent for the
amplitude. The error introduced in our model is less than
six percent in pulsewidth and 2.84 percent in amplitude
after three stages of the propagation for the nand2 chain.
After three stages of propagation, the pulse height is less
than V dd=2 and the computation is terminated. Fig. 10
shows the comparison between the waveforms computed
by our pulse propagation model and those obtained in
HSPICE simulation. In Fig. 10a, the computation error for
pulsewidth can be as large as 30 percent if we do NOT
include the overshoot (undershoot) model. It can be
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Fig. 9. The results of our transient pulse generation analysis method
compared to that of the HSPICE simulation for a relatively complex logic
circuit. (a) Test circuit (only the strong coupled nodes are shown).
(b) Waveform comparison between the transient pulse generation model
and the HSPICE simulation with different input combination applied to
gate 1.

TABLE 1
Pulse Propagation Computation

Errors against HSPICE Simulation



observed from Fig. 10b that the waveforms of a seven-stage
inverter chain generated from our model conform to the
HSPICE simulation very well. Fig. 11 shows that the
propagated transient pulse waveforms, which are generated

from our model for a four-stage NAND gate logic chain,
conform to the HSPICE simulation fairly well.

Finally, we show the accuracy of our soft error analysis
on three small circuits. We compare our estimation results
with the soft error estimation using HSPICE. Table 2 shows
the results of soft error rate estimation obtained by our
analysis method. The analysis error over HSPICE is within
three percent.

We also compare our block-based soft error analysis
method against path-based methods. The soft error rate
analysis is typically performed using path-based approach
[29], [33], [34], [5], [6]. In these path-based approach, all
possible paths from the nodes in the netlist to the primary
outputs are enumerated, and the number of the path is an
exponential function of gates. Compared to the path-based
approach, block-based approach avoids the recomputation
by reusing the pulse estimation result of the gate for all its
fan-out nodes and low computation complexity. To demon-
strate the effectiveness of our block-based approach, Table 3
shows the runtime estimation for soft error analysis for
six ISCAS benchmark circuits in the third column. In the
fourth column, we show runtime improvement of block-
based approach over the path-based approach. Average 5X
speed up is achieved by using the block-based approach. We
don’t have HSPICE simulation results for these large ISCAS
circuits, due to the same reason as stated in SERA paper [33]:
For large circuits, thousands (or even more) of input vectors
(2n input vectors for circuits with n primary inputs) have to
be assigned, and all the internal nodes in the circuits have to
be injected with the current pulses; therefore, HSPICE
simulation is not applicable for large circuit.

6.2 Comparison with Existing Techniques

We first compare the accuracy of the models against the
existing electrical masking models. The trapezoidal-based
electrical masking models have been widely used in many
soft error analysis methods due to its efficiency and
simplicity. To compare with this electrical masking model,
we conduct the experiments with the same circuits and the
same inject currents as those in the previous section. We
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Fig. 10. The results of our transient pulse propagation analysis method
compared to that of the HSPICE simulation for a seven-stage inverter

chain. (a) Waveform comparison between the transient pulse propaga-

tion analysis method without overshoot modeling and the HSPICE

simulation. (b) Waveform comparison between our transient pulse

propagation analysis method with overshoot modeling and the HSPICE

simulation.

Fig. 11. The results of our transient pulse propagation analysis method
compared to that of the HSPICE simulation for a four-stage nand2 chain.

TABLE 2
Accuracy of Our Analysis Method Based

on Our Electrical Masking Model

TABLE 3
Speed of Our Block-Based Analysis Method

Compared Against Path-Based Methods



compare the estimation results of this method against those of
HSPICE simulation. For a seven-stage inverter chain, the
trapezoidal-waveform-approximation-based approach can
introduce 62 percent error in pulsewidth estimation. For a
four-stage nand2 chain, the error can be as large as
160 percent. In addition, we highlight the advantages of our
models over two recently proposed models [36], [4]. Both
models are sufficiently accurate for the critical charge
estimation. In Zhou et al.’s work [36], a second order
MOSFET model is used and the voltages at different points
are computed by solving the nonlinear Riccati differential
equations. However, constant capacitances are used and the
model does not take into account floating capacitances, which
is one of the dominant factors that would affect the accuracy
of transient waveform estimation. In Cazeaux et al.’s work
[4], a simplified RC model is used to compute the output
voltage, and a square pulse is used to approximate the inject
current. The waveform computed using this method intro-
duces a large amount of error in the pulsewidth estimation.
However, both models develop the models for Qcrit
estimation, and the accuracy in the waveform estimation
might not be critical because the waveform is not used for the
pulse propagation.

Compared to the previous work, our analysis method
with the novel electrical masking model is more accurate. In
SERA tools proposed by Zhang and Shanbhag [33], the
complex gates are collapsed to equivalent inverters to
estimate the electrical masking effects. The maximum
current computed using his method has 12 percent error
over the HSPICE simulation [22]; thus, this method may
introduce large estimation error in some cases since the
large current produces large change in the voltage. In
addition, his method did not take into account the effects of
input pattern on electrical masking and this introduces
large errors in the estimation, since the input pattern has
large impact on the electrical masking effects [32]. Bin
Zhang’s BDD-based static soft error analysis tool is very fast
and efficient [32], and our method is slower than this
method. However, the average estimation error introduced
in this method can be as large as 12 percent due to his
simple ramp approximation electrical masking models. The
runtime of our method and SERA is in the same order when
the circuit size is around 3,000 gates. However, as the
computational complexity of the SERA is exponential in the
circuit size, our method is better than SERA in terms of
scalability by using the block-based approach.

7 CONCLUSIONS

Accurate modeling of the electrical masking effect in
combinational logic circuits is important to perform
accurate soft error rate analysis. Previous proposed elec-
trical masking models are not sufficiently accurate to
capture the electrical masking effect on the radiation-
induced transients. In this paper, we propose and validate
the transient pulse generation and propagation models to
accurately model the electrical masking effect. A block-
based soft error analysis method using our electrical
masking model is proposed to compute soft error rate
accurately and efficiently in combinational logic.
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