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Abstract—Radiation-induced soft errors in combinational logic is expected to become as important as directly induced errors on state
elements. Consequently, it has become important to develop techniques to quickly and accurately predict soft-error rates (SERs) in
combinational circuits. In this work, we present methodologies to model soft errors in both the device and logic levels. At the device
level, a hierarchical methodology to model neutron-induced soft errors is proposed. This model is used to create a transient current
library, which will be useful for circuit-level soft-error estimation. The library contains the transient current response to various different
factors such as ion energies, operating voltage, substrate bias, angle, and location of impact. At the logic level, we propose a new
approach to estimating the SER of logic circuits that attempts to capture electrical, logic, and latch window masking concurrently. The
average error of the SER estimates using our approach, compared to the estimates obtained using circuit-level simulations, is
6.5 percent while providing an average speedup of 15,000. We have demonstrated the scalability of our approach using designs from
the ISCAS-85 benchmarks.
Index Terms—Soft errors, modeling, Soft-Error Analysis toolset, logic, device.
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1

INTRODUCTION

A

S technology scales, transistors are getting smaller and
faster, enabling smaller pipelines, faster clocks, and
dense memory structures. Smaller transistors have lower
capacitance and lower operating voltage, thus making them
susceptible to soft errors. Soft errors are transient errors
caused mainly due to high-energy particle strikes from
cosmic radiation. Such radiation directly or indirectly
induces localized ionization capable of upsetting internal
data states. The particle strikes can directly occur on state
elements such as memories, flip-flops, and latches and
change their state. Additionally, state elements can latch
incorrect values propagated from strikes that occur in
combinational elements. Recently, soft errors have been
identified as a dominant source of failure in commercial
designs [1], [3], [30], [35]. Soft errors are responsible for
various failures, ranging from errors in memories used in
large servers and aircraft to failures in implantable medical
devices like cardiac defibrillators [4], [11].
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Alpha particles, high-energy cosmic ray particles, and
neutron-induced Boron-10 ð10 BÞ fission are the most significant sources of soft errors. Of these, in the absence of 10 B
due to the elimination of Borophosphosilicate Glass (BPSG),
soft errors caused by high-energy cosmic-ray-induced
neutrons are the most dominant [1]. Cosmic rays of galactic
origins interact with the Earth’s atmosphere to produce a
cascade of energetic particles. These particles include
neutrons, protons, electrons, muons, pions, and gamma
rays [36]. These energetic particles interact with silicon
either directly or indirectly, producing electron-hole pairs.
Under the right conditions, these electron-hole pairs get
collected and create a pulse, which, if significantly large,
can cause an error. This form of an upset is also called a
Single Event Upset (SEU). As it is possible to recover from
these errors, these are also called soft errors.
The phenomenon of soft errors has its origin in nuclear
and device physics, but most solutions exist in either the
logic or architecture level of abstraction. Hence, there is a
need to create a soft-error estimation toolset at different
levels of design hierarchies. To address this issue, we are
building a toolset, that is, the Soft-Error Analysis Toolset
(SEAT). SEAT is a hierarchical toolset that models soft
errors across the device, logic, and architectural levels. In
the first part of this work, we present SEAT-Device Analysis
(SEAT-DA), which is the first level in our toolset. SEAT-DA
abstracts the soft-error impact as a transient-pulse waveform. This can be further used at higher levels of hierarchy
of the toolset, as described in the second part of this work,
which models soft errors at the logic level. SEAT-DA
models soft error by using nuclear and device physics tools,
with an aim of creating a transient current waveform library
Published by the IEEE Computer Society

Authorized licensed use limited to: Penn State University. Downloaded on December 6, 2009 at 22:04 from IEEE Xplore. Restrictions apply.

RAMANARAYANAN ET AL.: MODELING SOFT ERRORS AT THE DEVICE AND LOGIC LEVELS FOR COMBINATIONAL CIRCUITS

that captures different process and operating conditions
that impact the Soft-Error Rate (SER).
At the logic level, errors resulting from direct strikes on
state elements have been the focus of research for many
years [14], [18]. With reducing pipeline depth and downscaling of nodal capacitance and supply voltages, radiationinduced soft errors in the combinational logic is gaining
increasing attention and is expected to become as
important as directly induced errors on state elements
[28]. However, the simulation results in [41] indicate that at
the 65-nm node for commercial CPUs, the combinational
logic does not seem to be a large contributor to the overall
product/chip SER.
Consequently, it has become important to develop
techniques to quickly and accurately predict the SER in
combinational circuits. However, the combination of
logical, electrical, and time window masking effects in
data paths make it difficult to accurately predict the SER in
combinational circuits. Recently, there have been various
approaches to estimate the SER in logic circuits efficiently
[10], [15], [17], [19], [20], [21], [25], [26], [28], [34], [35]. In
this paper, we propose a new approach to estimate the SER
of logic circuits, attempting to capture electrical, logic, and
latch window masking concurrently. Our approach is
applied to designs that use cell libraries characterized for
soft-error analysis and utilizes analytical equations to
model the propagation of a current pulse to the input of
a state element.
A tool known as SEAT-Logic Analyzer (SEAT-LA) has
been developed using the above methodology in the second
part of this work [24].This tool is also a part of our
hierarchical SEAT that supports different levels of abstractions. The input to SEAT-LA is a gate level netlist of a
combinational circuit synthesized using cells precharacterized for soft-error analysis. The precharacterizations are
done for the current library that includes the library
available from the device-level tool SEAT-DA. The SER
estimated by SEAT-LA was verified with that obtained
from circuit-level simulations. The average error of the SER
estimates using our approach, compared to the estimates
obtained using circuit-level simulations, is 6.5 percent while
providing an average speedup of 15,000. We have also
estimated the SER for a few larger ISCAS-85 benchmarks
that are prohibitively time consuming to estimate using
circuit-level analysis.
The rest of this paper is organized as follows: Section 2
presents the related work on soft-error modeling and a brief
introduction to soft errors in combinational circuits.
Section 3 describes our device analysis tool SEAT-DA,
which is used to characterize the current transient generated by an SEU. Section 4 explores the effect of different
conditions on the transient current generated by an SEU.
Section 5 describes the methodology used in SEAT-LA for
soft-error analysis. The tool implementation is discussed in
Section 6. Section 7 presents experimental verification of the
tool and soft-error estimates for some ISCAS circuits.
Section 8 concludes the paper.

2

THEORY

AND
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RELATED WORK

2.1 Modeling Soft Errors: Related Work
Different approaches have been proposed to model soft
errors at different levels of design hierarchies. References
[28], [34], and [35] model soft errors at the circuit and gate
levels, whereas [7], [23], [29], [31], and [37] model them at the
device level. The Burst Generation Rate (BGR) model was
proposed in [37] and was refined in [31]. The BGR model
proposes that if the energy collected in the sensitive volume,
as well as the charge collected in the sensitive volume,
exceeds a critical charge, an error is said to have occurred.
The energy of the ions is calculated by using nuclear codes.
Such an approach is also used in [8] and [32]. On the other
hand, 3D device simulation is used to study and model SEUs
in simple devices and structures like SRAMs [7], [23]. In [29],
NUSPAs (Monte-Carlo-based nuclear codes) are used to
model the reaction products from the neutron-Si (n-Si)
interactions, and FEM-based methods are used to model the
device behavior. Although these model accurate nuclear and
device physics information, they do not provide an easy
abstraction for the circuit-level error estimation.
Current techniques that perform SER estimation at the
circuit or gate level model charge collection as a simple
current pulse or a glitch in the system [9], [28], [34], [35]. This
radiation-induced current pulse is abstracted as follows:
rﬃﬃﬃﬃ
 
Q
t
t
IðtÞ / 
 exp
;
ð1Þ
T
T
T
where Q refers to the amount of charge collected due to the
particle strike. The parameter T is the time constant for the
charge collection process and is a property of the CMOS
process used for the device. In the case of neutron-induced
soft errors, calculating Q and T is not trivial, as it is
dependent on the ions generated by the n-Si interaction, the
device structure, and other physical properties.
From the above discussion, it is clear that a comprehensive methodology is necessary. Such a methodology should
accurately model both the nuclear reaction and charge
collection and abstract the information in a useful form for
the circuit designer. In this work, we present such a
methodology. In our methodology, we use Monte Carlo
NParticle (MCNP) codes for modeling n-Si interaction,
TRIM for estimating the charge deposition, and a commercial 3D device simulator (Synopsys Davinci) for capturing
the device effects on charge collection. In addition, our
methodology is technology independent (although we
provide our results based on a 130-nm process), and we
provide extensive evaluation of various processes, technology, and operating parameters. Hence, our tool can be used
to create a library of current pulses, and it compliments
these methods by providing a way of accurately estimating
Q and T. This method is akin to cell or device-level
characterization used to estimate various circuit-level and
device-level properties like delay, power, and capacitance.
At the logic level, recent work has proposed different
methods to model the three masking effects in combinational
logic circuits to estimate the SER [17], [21], [25], [26], [28], [33],
[34], [35]. In [17], a probabilistic approach is adopted, in
which the electrical and timing window (tw) masking are
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determined based on the capacitance evaluation and
pull up/pull down current drive at each node. In [28],
electrical masking is categorized into two effects: increase in
rise, and fall time and delay degradation. It models these two
separately and then combines them to model electrical
masking. They, however, do not verify their methodology by
using device-level or circuit-level analysis results. The SERA
tool [34] combines probability and graph theory, and circuit
and fault simulation to evaluate soft errors. This tool
characterizes inverter chains and extends the same to all
gates, which can result in inaccuracies. In contrast, our
approach characterizes each cell in the library. In [35], a
mathematical model based on setup and hold time was used
for tw estimation, whereas the electrical masking effect was
determined using noise rejection curves on various gates.
Instead of noise rejection, we actually model the transfer of a
glitch across the combinational logic. Furthermore, the
approach used in [35] for time window masking for
reconvergent paths leads to pessimistic estimates. In our
soft-error analysis approach, we propose a new method to
account for logical, electrical, and tw masking together rather
than as separate entities. This makes our approach unique
from all the previous approaches that have been proposed so
far [10], [17], [19], [20], [21], [25], [26], [28], [33], [34], [35]. Our
approach is based on modeling the pulse propagation in
terms of the delay of each gate and characterizing the tw for
the flip-flops. Mohanram [20] presents a closed-form linear
RC model by using calibration with HSPICE. Our work, on
the other hand, forms an integral part of synthesis flow. Some
work has used these analysis tools to optimize logic circuits
for soft errors [19]. The tool ASERTA used in [10] models soft
errors by modeling electrical masking, using mathematical
equations for pulse propagation. However, the authors do
not consider the effect of pulse heights on the electrical
masking, as we do in our work. In addition, our approach to
reconvergent nodes is very different from the methodology
presented there. A different methodology [40] defines a
critical pulsewidth (Wcrit) and backpropagates this to all
nodes. Since Wcrit is unique for each node and vector, it does
not need to be recomputed for the same node if they are part
of a different path. This results in substantial runtime
savings.
There are also a few commercial tools available, mostly
provided by IRoc Technologies. SoCFIT [38] uses the
RTL-level netlist and SDF timing information to calculate
the time and logical rating for a given design with parameters.
However, details of the models used and the accuracy of the
tool are not available for us to make more comparisons.
The inaccuracies in modeling the masking effects of soft
errors in combinational logic arise due to the absence of
accurate models for the glitch propagation used in these
algorithms. There has been various work on glitch propagation in the context of power consumption [6], [12], [16]. These
models, however, do not calculate all glitch properties such
as pulse amplitude and width required for modeling SERs. A
mathematical expression to model glitch amplitudes as it
propagates through logic gates is proposed in [22]. In this
work, we propose another mathematical expression based
on geometrical calculation on approximated pulsewidths.
However, the magnitude of the output glitch alone is not
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Fig. 1. An example pipeline stage.

sufficient, as the information on glitch width is also required
for effective modeling. Hence, in this work, a mathematical
expression for the pulsewidth is used based on approximating the output voltage to a trapezoidal or a triangular pulse.

2.2 Soft Errors in Combinational Logic
High-energy particles striking the silicon substrate generates
electron-hole pairs as they pass through the p-n junctions.
These electron-hole pairs generate short-duration current
pulses that cause soft errors. In memory circuits and latches,
these errors flip the stored values, whereas they cause
transient glitches at the output of combinational circuits. In
combinational circuits, errors occur when these transient
glitches are latched by state elements [2], [5].
In combinational circuits, there are three inherent
masking mechanisms that prevent the propagation of any
given pulse along a path toward the input of a state
element. Logical masking determined by the logic structure
directly depends on the input patterns, whereas electrical
masking is a function of the inherent delays of logic gates in
the circuit. Latching window or time window masking,
which is a function of the flip-flop setup and hold time, also
determines the timing vulnerability of the circuit apart from
determining the critical charge.
The masking effects can be understood well with the help
of Fig. 1, which shows an example pipeline stage having a
NAND-based structure with their states. Assuming that a
particle strike causes a negative pulse at node B, the
inherent delay in the gates before the next set of registers
results in the progressive attenuation of the pulses, as
shown in the figure. This represents electrical masking,
where the pulse is much smaller when it reaches O1. In
addition, it is to be noted that the pulse at B does not cause
any change on the node E. This is due to the logical property
of the NAND gate, preventing any pulse propagation; hence,
it is called logical masking. Latching window or time
window masking is also illustrated in Fig. 1. The pulse
should occur within the setup and hold time of the latching
element for a soft error. Pulses that occur outside this
window, as in two of the cases illustrated, do not result in a
soft error. The SEAT-LA methodology proposed in this
work attempts to model all the above-mentioned masking
effects to estimate the SER of a given gate-level design.

3

THE SOFT-ERROR ANALYSIS TOOLSET-DEVICE
ANALYSIS TOOL

Soft-error-induced transient pulse generation is dependent
on the exact charge deposited by the n-Si interaction and its
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Fig. 2. SEAT-DA: toolflow.

subsequent collection. SEAT-DA is a tool flow built on top
of three different tools, as shown in Fig. 2. It models both
charge deposition and charge collection, as described in the
following sections.

3.1

Charge Deposition by Neutron-Induced Soft
Errors
To study n-Si interactions, we use the MCNP toolset [41].
Input to MCNP includes a model of silicon substrate and
the description of the neutron flux. MCNP can be made to
run with the right reaction codes and neutron data files to
model various reactions [41]. This feature is particularly
useful: as the neutron flux is dependent on the location and
altitude, we may set up MCNP with the exact distribution
of neutron flux at a given place to calculate the exact
n-Si interaction. We have also created customized scripts
that parse the MCNP output to identify the different
reactions and their outputs. MCNP is used for studying
neutron, photon, electron, or coupled neutron/photon/
electron transport. This tool has been traditionally used in
nuclear engineering for applications such as reactor designs, radionuclide-based imaging, and others.
n-Si reactions can be classified into two main groups:
elastic and inelastic. MCNP can model both elastic and
inelastic scattering. Elastic scattering, due to the low mass of
the neutrons, does not produce significant ionizations. In
contrast, inelastic reactions occur when the neutron enters
the nucleus and the unstable nucleus disintegrates to
smaller particles. Many reactions are possible, and various
particles may be emitted, and we will refer to these
reactions by the numbers given as follows:
n þ 28 Si! p þ 28 Al ! 1
! n þ  þ 24 Mg ! 2
! n þ p þ 27 Al ! 3
!  þ 25 Mg ! 4
! 3 He þ 26 Mg ! 5
! 2 þ

21

Ne ! 6

!  þ

29

Si ! 7

! n þ
! etc:

29

Si ! 8

ð2Þ
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Once the different reaction products are obtained, we use
Transport of Ions in Matter (TRIM) to calculate the charge
deposited by these ions. Interfacing MCNP and TRIM
together enables an accurate analysis of the charge creation.
TRIM is used to calculate the stopping power of ions [46].
TRIM identifies the range of these ions, and the charge these
ions are capable of depositing. Once the ion distribution
resulting from a particle strike is known, its range and
charge generation rate is calculated using TRIM. This
generation rate is fed to a 3D device simulator to calculate
the charge collected in a given region of the device.
Among the above set of possible reactions, inelastic
scattering produces by-products that are heavier than the
original neutrons; hence, they deposit more charge as they
travel in silicon. In terms of susceptibility, a transient pulse
caused by inelastic scattering is of higher magnitude than
elastic scattering errors. For this reason, it can cause errors,
even on nodes with large capacitance, or alternatively, it
will not be easily attenuated by the electrical and latching
window masking effects. However, it should be noted that
these are fewer in number in comparison to elastic
scattering. In this work, we present the results for inelastic
reactions, as we believe that these are the upper bound
worst case scenarios that require to be addressed to ensure a
reliable circuit operation. A circuit designed for these
conditions will be immune to errors due to elastic
scattering.

3.2 Charge Collection
After the reaction products of n-Si interactions deposit
charge, this charge may either recombine or get collected on
the device terminal to generate current. For modeling
charge collection, we use the Synopsys TCAD Davinci 3D
device simulator.
Davinci uses the Physical Model and Equation Interface (PMEI) to perform simulations that incorporate userdefined physical models and equations. The input to the
3D simulator includes the device structure, device
parameters, and device-level equations. The charge may
be collected in the device terminals by either drift or
diffusion processes.
In the case where the ion track is sufficiently far from the
space charge zone of the drain junction, the carriers generated
in the track mainly move by diffusion. However, for charge
collection, the most sensitive regions are reverse-biased pn
junctions of the transistor. The high field present in a reversebiased junction depletion region can collect the charge
generated by the ion tracks through drift processes, leading
to a transient current at the junction. An important phenomenon associated with the charge collection is called field
funnel. Charge generated along the ion track can locally
collapse the junction electric field due to the highly conductive nature of the charge track and the separation of charge
by the depletion region. Fig. 3 shows the field in a device after
the field has collapsed. The funneling effect can increase
charge collection at the struck node by extending the junction
electric field away from the junction and deep into the
substrate such that charge deposited some distance from the
junction can be collected through the efficient drift process. In
deep-submicron technology, another phenomenon termed as
the alpha-particle source-drain penetration (ALPEN) effect
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TABLE 1
Process Parameters

Fig. 3. Funneling.

also contributes to the phenomenon of charge collection [11].
Due to ALPEN, if a particle strike passes through both the
source and the drain at near-grazing incidence, a significant
but short-lived source-drain conduction current that mimics
the on state of the transistor is generated. However, in sub100-nm devices, when electron-hole pairs are generated,
there is a high probability that such a generation spans a
region greater than the gate length. Hence, we will expand the
definition of ALPEN to include these effects. In addition, we
will refer to the processes of funneling and ALPEN as drift
processes.
The simulator was set up to use the physical models that
include standard drift-diffusion laws and classical physical
models. The first model is the Carrier-Carrier Scattering
Mobility (CCSMOB) model to account for the large carrier
concentrations present in the charge column. CCSMOB also
includes effects of doping and temperature on mobility. The
second model is the Field-dependent mobility (FLDMOB)
model, which is used to account for reverse-biased
junctions and high electric fields in the depletion region.
The Shockley-Read-Hall and Auger recombination models
account for the recombination of the carriers. Finally,
Band-gap-narrowing (BGN) model is used to model the
pn junction as a bipolar device. The device is loaded with
lumped resistance and capacitance models to ensure
realistic conditions.
The electron-hole pairs are introduced in the simulation
as a charge column. As in [23], the charge column is
assumed to have a Gaussian profile. The charge is generated
over a period of about 6 ps using a Gaussian waveform. The
structure was set up to solve time-dependent solution
lasting up to 5 ns. This is sufficient to resolve the drift and
diffusion component of the charge collection process. Even
though the diffusion charge collection may continue for a
longer period, its contribution to the total charge collection
is negligible. The output from the 3D simulation analysis is
used to generate current profiles for the different particle
strikes. The current is integrated over the time to calculate
the charge collected by the soft error.
Hence, a typical transient current generated by a soft
error has a high drift component, which lasts for a few
picoseconds, and after the collapsed field is reestablished,
the charge collection is predominantly due to diffusion. For
glitch-based circuit-level analysis, it is important to model
both drift and diffusion components accurately, as the drift
process is responsible for the peak, and the diffusion
process is responsible for the long tail of the fast-rising
slow-decaying current pulse.

4

GENERATING CURRENT PULSE USING
SOFT-ERROR ANALYSIS TOOLSET-DEVICE
ANALYSIS

Using SEAT-DA, we characterized the transient current
information for various different conditions, namely, energy, location, and angle of the neutrons, operating voltages,
effect of load capacitance, and substrate bias. The following
sections present the results of these characterizations.

4.1

Effect of Neutron Energy on the Transient
Current Pulse
To investigate the effect of neutron energy on the
n-Si interaction, we set up the MCNP scripts with different
input neutrons energies and reaction modes. For each
reaction and energy point, we simulated for 5 million
neutrons. We used a 130-nm PMOS transistor as a test
design to the device simulator. The details of the process of
this transistor are given in Table 1.
Neutrons are highly penetrative and have a very low
cross section. Of the total 5 million neutrons simulated,
we saw only 128 collisions. However, these 128 collisions
can result in different reactions and, hence, different
reaction products. Fig. 4 presents the distribution of
different reactions at different energy. Referring to Fig. 4,
we find that as the incident neutron energy increases, the
number of by-products also increases. We find that at a
low energy, one or two reactions dominate, whereas at a
higher energy, more reactions start occurring. This
particular fact is very useful, as the current profile created
by each of these reaction products differs, and in our
library, we can include the current waveforms from the
most dominant reactions.
For example, for neutrons under the energies of 20 MeV,
we notice that reactions 1 and 2 in (2) dominate, as they are

Fig. 4. Distribution of different reaction products.
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Fig. 5. Transient current generated by various reaction products at
10 MeV.

about 60 percent and 40 percent of the total reactions.
Hence, for the current pulse-based circuit-level analysis, we
use the pulses from the ions generated from these reactions,
namely, 28 Al, 25 Mg, proton, and alpha particle. Fig. 5 shows
the transient current pulses of ions produced by these
reactions. In addition, as the alpha particle and proton have
comparatively lower sizes, the transient pulse that they
generated is smaller in magnitude (less than a few hundred
nanoamperes).
Similarly, at energy range greater than 100 MeV, we see
in Fig. 4 that reactions 1, 2, and 3 in (2) contribute to more
than 97 percent of reaction products. Hence, we just need
the current pulse information from these ions. Fig. 5
presents the current waveforms at these energies. Note that
15
N is shown in both Figs. 5 and 6 just for comparison and is
not dominant in these energy ranges. Based on these
figures, we notice that the typical current pulse height is
about 1.8 mA for the dominant ions, and the charge
collection time is about 0.8 ns. Another interesting point
that can be observed based on these figures is that the
magnitude of the current pulse is dependent on the energy
and the size of the ion. Larger ions create larger pulses and
collect more charge. The waveform of the lighter ions is
more dependent on energy of the particle than that of
heavier ion. In addition, note that the total charge collected
is simply an integral of this current pulse.
Based on these examples, we can optimize the library
characterization method by just including the current pulses

Fig. 6. Transient current generated by various reaction products at
100 MeV.
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Fig. 7. Effect of the distance of impact on the collection.

from the dominant reaction products. In addition, since the
terrestrial neutron flux is dependent on the latitude and
altitude of the location, we can characterize the current
library for the neutron flux distribution at a given location.

4.2

Effect of Impact Location on the Transient
Current Pulse
To examine the effect of impact and ion generation location,
we induced the charge column in five different locations, as
shown in Fig. 7a. The locations were separated by 0.25 m.
The output current waveforms are shown in Fig. 7b. In
Fig. 7b, we can see that the point of impact moves away
from the transistor (refer to Fig. 7a) and the sharp peaks in
the current waveforms reduce in magnitude. This indicates
the reduction in contributions of drift processes like ALPEN
and funneling. This was also evident from noting the field
contours in the simulator. At a distance of 0.5 microns (m),
the charge collected was the highest, as both drift and
diffusion processes contribute to the charge collection. For
distances greater than 0.5 microns, the diffusion dominates
the charge collection phenomenon. From our simulations,
we also note that for diffusion-dominated charge collection,
currents extend for more than 4 ns, whereas the magnitude
was only in the order of 104 A. Hence, diffusion-dominated
current pulses have a long decay time, resulting in a long tail
and very low peak value. Overall, based on the location of
impact, the peak magnitude of the current changed from a
few hundred nanoamperes for diffusion-dominated strikes
to 1.4 mA for a strike close to the drain terminal. However,
the tail of these strikes was about 1.4 ns.
Similarly, we changed the angle of impact of these ions.
The path traversed by all the different angles crossed the
device either at the beginning or at the end of the track. This
ensured that drift processes dominate the charge collection,
and in turn, the impact of these angles on charge collection
and the current waveform was negligible.
4.3 Effect of Operating Conditions
Next, we used SEAT-DA to characterize the transient
current pulse while operating the device at different
operating voltages and substrate bias, and we compare
the sensitivity of PMOS and NMOS.
For evaluating the effect of different operating voltages,
we simulated the device to operate between 0.5 and 2 V. We
found the current transient that was generated differed with
the operating voltage. Fig. 8 shows the drift current due to
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Fig. 8. Drift current due to collected charge when operating under
different voltages.

the collected charge for the first 10 ps. Based on the current
profile, we can see that at lower voltages, the contribution of
the drift current to the charge collection is low. As the fields
are low, the charge takes longer time to recombine, and
hence, diffusion current increases, thus contributing to a
similar charge collection. However, it is important to note
that the transient current pulse has a lower peak magnitude
value. At 2 V, the pulse peaked to 4.7 mA, whereas at 0.5 V,
the pulse peak was only 3 mA for a 26 Al ion. Hence, while
estimating the soft-error susceptibility of circuits working at
multiple operating voltages, a suitable (scaled) transient
current pulse should be used.
Next, we investigated the effect of the substrate bias on
charge collection. For our experiments, we increased the
substrate potential by a maximum of 0.2 V, for the device
itself was operating at 1 V. If we bias the substrate with
negative or positive voltages, we will change electrical
fields in the device. This affects the charge collection.
However, in our simulation, we notice that the funneling
and the drift current dominate the charge collection. Thus, a
marginal increase in the substrate bias will not change the
charge collection phenomenon. Hence, we did not notice
any significant difference in the transient current pulse
shape. Similarly, we did not see any change in the transient
current (and hence in the charge collection process) when
we changed the load capacitance. However, the load
capacitance changed the transient voltage output of the
node. The effect of load capacitance will be further
elaborated in the next section.

Fig. 9. Comparing PMOS and NMOS.

VOL. 6,

NO. 3,

JULY-SEPTEMBER 2009

Fig. 10. Change in drain voltage due to transient current.

Last, we compare the difference in sensitivity between
NMOS and PMOS. We find that NMOS can collect more
charge and hence is more susceptible. We attribute this to
the difference in the doping concentration of the n-type and
p-type regions given in Table 1. Fig. 9 presents our results
from this experiment. We notice that for the current pulse
generated by a 28 Al at 100 MeV, the peak charge collected
by NMOS is almost twice in magnitude as the one
generated by the PMOS.

4.4 Current-to-Voltage Transformation
Although the SEU generates a transient current pulse, the
operation of the circuit is actually affected by the resulting
voltage glitch caused by the collected current. Fig. 10
presents the voltage waveform for the transients presented
in Fig. 6. We notice that even though the current transients
settle in about 1.4 ns, the voltage transients last for longer
time. In addition, it is interesting to check the effect of the
load capacitance on the node voltage. Fig. 11 presents the
effect of load capacitance on the nodal voltage. As noted in
the previous section, when we changed the load capacitance, we did not see any difference in the charge collection
process. However, in Fig. 11, we notice that as we increase
the nodal capacitance, the magnitude of the voltage
transient reduces. In fact, for an increase in the capacitance
by five times, the magnitude of the pulse reduces by half.
For about 500 times of increase in capacitance, the voltage
transient is almost negligible. The current-to-voltage transformation can also be characterized at the circuit level,
which is shown in the next section.

Fig. 11. Transient drain voltages for different load capacitances.
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The transient current results from the device analysis
presented in this section have both the drift and diffusion
components as a common characteristic. Several work has
also studied the effects of the two components in detail [39].
Hence, it is very important to capture these effects in the
current waveforms while doing circuit-level analysis. The
double exponential waveform captures both the components effectively and hence is used extensively in the
following section.

5

SOFT ERROR ANALYSIS TOOLSET-LOGIC
ANALYZER: CHARACTERIZATION AND
METHODOLOGY

In this section, we describe the precharacterization and the
analytical models used for modeling the glitch propagation
in the logic-level analysis tool SEAT-LA.

5.1 Logic Cell Characterization
Our methodology assumes that a soft-error upset is
modeled by the injection of a current pulse characterized
by our device-level analysis tool described in the previous
sections. The first part of our characterization involves
capturing the current-voltage (I-V) transfer characteristics
for the logic cells in our library for different current pulses
occurring at the input nodes. The output of this characteristic table provides the output voltage pulse parameters
that include the pulse magnitude, width, and the rise and
fall times of the output voltage pulse. The characterization
is performed for different input and output capacitances
and current pulses. As mentioned earlier, the characterizations are done for the current pulses of the ranges that also
include those shown in Figs. 6, 7, 8, 9, and 10, as obtained
by our device-level tool SEAT-DA. To capture the drift and
diffusion components of the transient current pulse, a
double exponential waveform described by (1) was used.
Thus, the resulting voltage pulse and, hence, the SER
results presented later in this work include the contributions of both these components of the current waveform.
The second precharacterization involves delay characterization for all the cells in our library. This characterization may already be available for the target cell library but
is illustrated here for completeness. Our analytical models
for calculating glitch amplitude and width propagation
require these delay values. It is well known that the delay
of a gate is a function of the slope and the load capacitance.
Hence, in our work, we have characterized the delay and
slopes of the output for each of the basic cells for different
input slopes and for different input combinations by
varying the load capacitance.
Fig. 12 shows a portion of the delay characterization table
for an inverter. Thus, for each load capacitance ðCL Þ and
input slope, the delays (d1 for 1 ! 0 transition and d2 for
0 ! 1 transition of the output) and the output slopes (rise
time tr and fall time tf of the output) are listed. As shown in
Fig. 12, the output delay and slopes can be obtained by
indexing using the input slopes (tif and tir ) and CL . It is
important to note that the delay and slope values are a
function of the input states of various gates. For example,
Table 2 shows the delay and slope values for two different
states of an XOR gate. Consequently, it is necessary to know

Fig. 12. Slope delay characteristics of an inverter.

the input state of the gate for finding the delay, in addition to
the load capacitance and input slope.

5.2 Flip-Flop Characterization
This characterization is used to determine the tw of the flipflops used in our designs. Our characterization involves
sweeping a voltage pulse of a specific width and height at
the input of the flip-flop and finding the tw during which
this pulse is latched by the flip-flop using the HSPICE
simulation. This characterization is repeated for different
pulsewidths and heights. The tw is expressed as a fraction
of the overall clock period. We repeat this experiment for
different pulsewidths and heights to complete the characterization. Our approach is more accurate than approximations such as those used in [28] that assume that only a
voltage pulse completely encapsulated in the latching
window can result in a soft error.
Fig. 13 shows the variation of tw with increasing the
pulsewidth for a positive voltage pulse of a magnitude of 1 V
for two different flip-flops: transmission gate (TGFF) and a
hybrid latch flip-flop (HLFF). It is clear that although the
variation is linear at different portions, there are lower slopes
for lower pulsewidths and higher slopes at larger
pulsewidths. This difference will not be captured by the
linear equations, as represented in [29] and [35]. In addition, it
can be noted that at very high pulsewidths, it does not matter
if either flip-flop is used as the tw for both are the same.
5.3 Modeling Voltage Glitch Propagation
Next, we propose a set of mathematical equations, assuming
a triangular or trapezoidal pulsewidth for determining how
TABLE 2
Slope Delay Characteristics for an
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Fig. 15. Modeling pulse propagation.

Fig. 13. Flip-Flop characterization.

the voltage pulse amplitude and width vary as they
propagate through the logic gates toward the flip-flop input.
The voltage pulse characteristics at the output node, like the
output pulsewidth ðP WO Þ and the output voltage amplitude
(Vomax for a positive pulse and Vomin for a negative pulse)
are defined in terms of the input voltage characteristics.
First, we focus on estimating the amplitude of the output
voltage pulse, given the input pulsewidth ðPWi Þ and the
slopes of the output pulse (tf and tr).
Assuming a linear output slope, for a 1 ! 0 output pulse
of an inverter, the minimum output voltage Vomin can be
given as follows:

Wi
1  tfP1:25
; P Wi < tf  1:25;
ð3Þ
V omin ¼
0;
P Wi > tf  1:25:
Here, tf is the output fall time, which was found from the
table discussed in Section 5.1. tf is the time required for the
output, changing from 90 percent to 10 percent of Vdd.
Consequently, we use a scaling factor of 1.25 to mimic a
complete swing from Vdd to zero. Similarly, for a 0 ! 1
output pulse of an inverter, the maximum output voltage
Vomax can be given as follows:
 PW
i
; P Wi < tr  1:25;
ð4Þ
V omax ¼ tr 1:25
P Wi > tr  1:25;
Vdd ;
where tr is the rise time of the output pulse (from
10 percent to 90 percent of Vdd). The accuracy of the
model is directly dependent on the accuracies of the
pulsewidth and the slope values from the precharacterized

Fig. 14. Calculated voltage amplitude for an inverter.

tables. Fig. 14 shows the verification of this model for a
simple inverter, where Vmin is the minimum output
voltage observed using circuit simulation, and Vmincalc
is the voltage calculated using the above model. Next, we
focus on estimating the width of the output voltage pulse.
The pulsewidth of the output pulse can be modeled as a
function of the delay of the gate. Approximating the output
pulse to be a triangular pulse, we model the PWo by using
the following:
P Wo ¼ ðP Wi  d1 Þ þ X  d2 ;

ð5Þ

where the delays d1 and d2 are the first and second
transition delays of the output waveform, and
ðVdd =2V omin Þ
;
ðVdd =2Þ
ðV omax Vdd =2Þ
;
X¼
ðVdd =2Þ

X¼

for a 0 ! 1 ðpositiveÞ input pulse;
for a 1 ! 0ðnegativeÞ input pulse:

This scaling using X is performed, because delays (d1 and
d2 ) in the characterization table are performed, assuming
full voltage swing at a 50 percent switching point ðVdd =2Þ,
whereas actual voltages are swinging only to Vomin or
Vomax . Fig. 15 can be used to explain the value of X for the
positive input pulse. As can be seen, the distance between
the negative edge of the input pulse and the positive edge of
the output pulse is not the delay d2 but just a fraction of it,
given by the expression for X.
The pulsewidth estimation method was verified with
basic gates using a trapezoidal pulse as the input of varying
pulsewidths. Fig. 16 shows the results for a NAND gate,
where pwidtho is the observed pulsewidth from circuit
simulation, whereas pwidthcalc is the calculated pulsewidth.

Fig. 16. Verification of pulsewidth calculation for a NAND gate.
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Fig. 17. SEAT-LA: estimation methodology.

As can be seen, for bigger pulsewidths, the mathematical
model matches the circuit simulation results exactly. However, for lower pulsewidths, the model underestimates the
PWos. This does not affect the accuracy of our methodology
significantly, because the tw of smaller pulses is very close to
zero. Hence, the equations proposed above can accurately
model the pulse propagation, provided that the characteristics are accurate.

5.4 Soft Error Estimation Methodology
Fig. 17 shows our methodology as applied to a logic chain for
a specified set of primary inputs. Here, current pulses are
injected in each node. The corresponding voltage pulse is
obtained by using the values from a current-voltage (I-V)
transfer table. Once a corresponding output voltage is
obtained, the propagated pulsewidth and amplitude at the
output of each gate along the path are calculated using
the equations presented in the previous sections and the
precharacterized delay models. Since we also account for the
state of each node when propagating the pulse, logical
masking is accounted for inherently. Once the voltage pulse
propagates to the flip-flop, the pulsewidth and amplitude
values are used to obtain the corresponding tw by using the
flip-flop characterization table explained in Section 5.2.
It is to be noted that this method takes care of logical,
electrical, and tw masking by considering them together.
Assuming that an input vector can occur with a probability
of Pv, we can say that the probability of a soft error occurring
due to a strike at a combinational logic node (Pnode) can be
expressed as
X
ðPv  twÞ:
ð6Þ
Pnode ¼
Here, tw is the tw (see Section 5.2) for that particular node to
a flip-flop path. The summation accounts for all input vector
combinations. Assuming that the probability of a pulse
hitting a node N is PN , which is a factor of the area occupied
by the node with respect to the total area of the circuit/chip,
the pulse size, etc., the SER can be calculated as
X X
Pp
PN :P nodeÞ;
ð7Þ
SER ¼ ð
p

Fig. 18. SEAT-LA: tool flow.

on SEAT-DA. In addition, the SER defined here is the
number of errors that could occur in a given circuit/chip.
This number of errors can then be converted to FIT rates for
different circuits/chips as required. Our contribution here
focuses on accurately modeling the term tw in (6) and
verifying the same with the HSPICE simulations.

5.5 Reconvergent Paths
The soft-error estimation methodology discussed above
requires enhancements for handling reconvergent paths.
Here, the pulse propagation has to be considered as a
special case. There are a couple of important factors that
affect the pulse propagation through such paths. The first
factor is the input conditions at the reconvergent node,
which can either result in a magnified or a mitigated pulse
at the output reconvergent node. Another important factor
is the delay difference between the two paths that lead to
the reconvergent gate. This determines the delay of the gate
and also determines whether the output pulse can be
considered a singe pulse or two different pulses.
In our methodology, both these factors can be taken into
account by characterizing the cell delays and slopes by
varying the time difference between glitches occurring at
multiple inputs of the reconvergent gate. After a certain
time difference between the arrivals of the glitches, these
edges can be considered as separate, and the input pulses
at the reconvergent gate propagate to the output as
two separate pulses. It is to be noted that in both cases,
the equations presented in the previous sections can be
used to obtain the pulsewidth characteristics.

6

N

n

where p is the number of pulses, Pp is the probability of a
certain current pulse being generated due to a particle hit
at the node N, and n is the total number of nodes in the
circuit. The probability Pp is determined by the strike
probability, the radiation, and the most likely charge
collection scenarios, as explained in the previous sections

211

SOFT-ERROR ANALYSIS TOOLSET-LOGIC
ANALYZER TOOL FLOW IMPLEMENTATION

Fig. 18 shows the SEAT-LA tool implemented as a part of
the bigger tool flow. The tool is implemented using perl and
Tcl scripts to work in conjunction with other required tools.
As can be seen in Fig. 18, the back-annotated gate level
netlist is taken as an input. A design compiler is used to
extract the paths from each node to the output. The tool also
uses the capacitance value at each node to index to the
delay and slope tables. These capacitances are obtained
from the back-annotated netlists. The state of each node is
obtained for a given input vector by using the model-sim
simulator [44]. Once the state of every node is obtained,
SEAT-LA (in Fig. 19) computes the pulse propagation from
each node to the output and finds the tw, as explained in
Sections 5.3 and 5.4. This analysis is done for each path of
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Fig. 21. TW’s for c17.

Fig. 19. SEAT-LA.

every node. Thus, as described in Section 5.5, the SER is
obtained by finding the total probabilities.

7

EXPERIMENTAL RESULTS

In this section, we present the validation results. First, we
present the tw results of experiments by using small
designs: the ISCAS benchmark c17 (Fig. 20), a 4-bit ripple
carry adder, a 2  4 decoder, and the logic chain shown in
Fig. 17. All our designs were mapped using four precharacterized cells:
1. an inverter,
2. a 2-input NAND,
3. a 2-input NOR, and
4. a 2-input XOR gate.
Each of the outputs was connected to a TGFF, one of the
precharacterized flip-flops, unless stated otherwise. All our
precharacterizations were performed for a 70-nm BPTM
technology [43] using the HSPICE circuit-level simulations.
We compare the results obtained from our tool with those
observed by HSPICE. Next, we calculate the error rate
based on tw’s and compare them with the HSPICE results.
Finally, we present the results of running the tool on bigger
ISCAS benchmarks.

7.1 Timing Window Verification
In this section, we present the tw of the various designs
obtained using SEAT-LA and compare them to the observed

Fig. 20. c17 schematic.

Fig. 22. TW’s for the adder.

tw from the HSPICE simulations. Each of the smaller
designs was implemented using micromagic, a VLSI layout
tool with 70-nm BPTM technology transistor models [39].
These designs were simulated using HSPICE, and the
extracted gate-level netlist was also given as an input for
the tool. Next, the tw was experimentally measured using
the HSPICE simulation by moving the current pulse over a
clock period at every node to obtain the tw observed (see
Figs. 21, 22, and 23) for a given input. The tw, that is, tw
SEAT-LA, was calculated by the tool SEAT-LA for the same
input for each node using the extracted netlist.
The tw’s for the ISCAS benchmark c17 (the schematic in
Fig. 20) are presented in Fig. 21. Here, the observed and
calculated tw’s differ by a mean error margin of 9.8 percent
and a maximum error of 14.4 percent. The c17 circuit has a
reconvergent node at o23, as shown in Fig. 20. Thus, at

Fig. 23. TW’s for the decoder and logic chain.
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TABLE 3
SER Comparison

certain input states, a pulse at G11 can propagate through
both nodes G16 and G19 to o23. Since the delays to both
nodes are the same, the delay difference between the
two pulses is zero. Thus, the delay corresponding to both
input switching is used to calculate the output voltage
characteristics by our tool instead of treating them as two
separate glitches at the two different inputs of G16. The tw
evaluation for node G11 for two different cases illustrates the
importance of reconvergent modeling. In Fig. 20, the tw for a
pulse at G11 when it propagates through both G16 and G19
results in a tw of 0.127. Now, the tw calculated, assuming
that the pulse propagates only through G19, is 0.094.
Fig. 22 presents the results for a 4-bit ripple carry adder.
The adder has four sums and one carry outputs and
13 internal nodes. The states of the various nodes were such
that transients caused at only four of the 13 nodes
propagated to the output with a nonzero probability, and
hence, only these results are presented here. As seen from
the calculated results, apart from one value, there is a good
match (mean error of 3.6 percent) between the observed and
calculated values. It was found that this mismatch was due
to the difference in the actual slope and the characterized
slope, which affected the accuracy of the pulse magnitude.
Fig. 23 shows the calculated and observed tw’s for the
decoder and the logic chain. The observed and calculated
values match for most of the nodes, except for node ab in
Fig. 23. The mean error was calculated to be 13.8 percent for
the decoder and logic chain in Fig. 23. In the case of node ab,
the tool underestimated the tw, the reason for which is
explained as follows: We observed that our tool slightly
underestimates the tw values for nodes that are farther from
the outputs, whereas for nodes closer to the output, the tool
overestimates the tw. For example, in the c17 results
presented in Fig. 21, the tw for G11, which was farther from
the output, was underestimated, whereas for the nodes closer
to the output (G10, G16, and G19), it was overestimated. This
is because for current pulses occurring at nodes farther from
the output, the error in the result is mainly due to the
approximations in reading the delay and slope values from
the table. This results in the underestimation of the tw. For
current pulse occurring at nodes closer to the output, the
approximations in the flip-flop characterizing plays a greater
role, which results in overestimation.

7.2 Soft-Error Rate Verification
In this section, we present our results in verifying the SER
from the observed and the calculated tw’s presented in the
previous section by using the equations in Section 5.4. The
soft-error numbers obtained from the equations are

compared with the values obtained from the errors observed
at the flip-flop when injecting random errors at the nodes by
using the HSPICE circuit simulation. For this purpose, a
small test bench was set up to inject random pulses in the
nodes of each design. The injection site (node) and time
(within one clock period) were chosen randomly by the test
bench. A current pulse, given the width and height, were
subsequently injected. The test bench observed the state of
the flip-flop and checked for the occurrence of an error. This
procedure was iterated 5,000 times for each of the designs,
and the corresponding errors obtained to calculate the SER
Hspice entries are shown in Table 3. The times required for
these 5,000 iterations are reported in column 6.
Table 3 presents the results for all the above designs,
along with an inverter chain design. Here, the SER twobs is
the SER calculated from the tw observed in Figs. 21, 22, and
23, SER SEAT-LA is the SER calculated by the tool, and SER
Hspice is the SER as obtained from the test bench explained
above. The error percentage between SER SEAT-LA and
SER Hspice is presented in the last column. This error
percentage was calculated by using the following:
P ercentage of error ¼

SERSEAT LA SERHSP ICE
 100:
SERSEAT LA
ð8Þ

The SEAT-LA results match well with HSPICE, with an
average error margin of 6.5 percent (mean). They also match
well with SER twobs, with a mean error of 7.3 percent.
SEAT-LA also has a maximum speedup of 27,000 times
over the HSPICE simulation, whereas the average speedup
is 15,000.
We also used SEAT-LA to estimate the SER when HLFF
was used to latch the output. The results are shown in
Fig. 24. There was an increase in the SER for all the designs,

Fig. 24. Effect of using different flip-flops.
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TABLE 4
SER for ISCAS Benchmarks and Arithmetic Circuits

as shown in the figure, as compared to using TGFF. This is
because the HLFF, being a pulse-triggered flip-flop, has a
bigger tw than the TGFF, especially at lower pulsewidths
(see Fig. 13).

7.3

Experiments on ISCAS Benchmarks and
Arithmetic Circuits
In this section, we present the scalability of our approach by
using larger ISCAS benchmarks. All the benchmarks used
were much bigger than the small designs, and hence,
verification by HSPICE could not be done as in the case of
previous designs due to very long simulation times. All the
simulations were run on Sun-Fire-v210 workstations with a
Solaris-Unix operating system and a 4-Gbyte RAM. Table 4
gives the error rate and also the time taken (in minutes). The
initial time required for characterizing the basic gates in the
libraries took an average of 11.5 hours for the slope table
and 25 hours for the current-to-voltage transformation table
for each gate. We observed that the time required by our
tool increases with the number of paths in the design.
However, as the pipelines get shallower in the future, the
number of paths to be analyzed for a single combinational
logic stage is expected to reduce. Furthermore, this tool can
be used to simulate medium-sized circuits to estimate the
SER, which can be used to estimate the SER for larger
architectural blocks by taking other external derating factors
into consideration [21]. It is also to be noted that since this
tool was written using perl and tcl scripts, there can be
many optimizations to make the tool work much faster and
efficiently than its current status.

8

CONCLUSION

In the first part of this paper, we present our tool SEAT-DA.
SEAT-DA is used for characterizing the transient current
pulse generated by neutron-induced soft errors. We used
SEAT-DA to characterize and study the effect of various
factors on the transient current pulse and, subsequently, on
soft errors. Based on n-Si interaction, we found that the
charge collected in the silicon depends on the reaction
products and their energy. We also found that the charge
collection is dominated by drift processes near the device.
For an impact at a distance, the charge collection is through
diffusion process. We also found that the charge collection
is weakly dependent on voltage, substrate bias, and angle.
Our tool is very useful in modeling the soft-error-induced

current pulse. This tool forms the first level in our
hierarchical soft-error estimation toolset.
In the second part, we have proposed a new methodology to model SERs in logic circuits. We have built a logiclevel tool, which takes in a Verilog netlist and the parasitic
capacitances for the nodes in the netlist as input and gives
the SER for the circuit for any given current pulse. We
verify this tool and, hence, the methodology using HSPICE
simulations, and we present our results. We first verify the
tw for different nodes in small circuits first. From the
results, it is seen that the tw’s calculated by our tool match
the observed values closely. Next, the SER is verified by
using a tool running the HSPICE simulations on these
designs, with random node selection and at random time.
The results for the same are presented here, and we find
that the error margins are around 6.5 percent (mean), as
compared to the circuit-level simulations, with an average
speedup of 15,000. Next, we run the same tool on bigger
ISCAS benchmark netlists and present the SER and the time
required to run the same. The two tools presented here thus
provide a methodology to characterize the current.
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