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Abstract— Emerging metal-oxide resistive switching randomaccess memory (RRAM) devices and RRAM crossbars have
demonstrated their potential in boosting the speed and energyefficiency of analog matrix-vector multiplication. However, due to
the immature fabrication technology, commonly occurring StuckAt-Faults (SAFs) seriously degrade the computational accuracy
of an RRAM-based computing system (RCS). In this paper,
we present a fault-tolerant framework for RCS. A mapping
algorithm with inner fault tolerance is proposed to convert matrix
parameters into RRAM conductances in RCS and tolerate SAFs
by fully exploring the available mapping space. Two baseline
redundancy schemes are proposed to ensure that RCS is effective
when the percentage of faulty RRAM cells is high. To reduce the
number of redundant RRAM cells when the SAFs follow a nonuniform distribution or an unknown distribution, a distributionaware redundancy scheme and a re-configurable redundancy
scheme are proposed to provide dynamic fault tolerance. Simulation results show that, the baseline redundancy schemes can
improve the recognition accuracy of the MNIST data set to almost
the same as the RRAM-fault-free case, with an energy overhead
of approximately 30%. When SAFs follow a non-uniform and an
unknown distribution, the distribution-aware and re-configurable
schemes can reduce the number of redundant RRAM cells from
more than 200% to less than 40% and 60%, respectively, without
reducing the recognition accuracy.
Index Terms— Neural network hardware, resistive RAM, fault
tolerance, artificial neural networks, nonvolatile memory.
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I. I NTRODUCTION
ITH the coming of the ‘Big Data’ era, traditional
CMOS-based computing platforms, such as CPU,
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GPU, and FPGA, cannot meet the requirements of processing data in real-time with high energy efficiency [1].
The emerging metal-oxide resistive switching random-access
memory (RRAM) has demonstrated tremendous potential in
boosting the speed and energy efficiency of next-generation
computing systems [2].
Unfortunately, due to the limitation of the immature fabrication technology, manufacturing yield is still a major concern
in an RRAM-based Computing System (RCS). Many types
of faults exist in RCS and they can be divided into two
categories, i.e., hard faults and soft faults. If an RRAM cell
contains soft faults, e.g., Read-One-Disturb (R1D) and ReadZero-Disturb (R0D), it can be easily calibrated because the
resistance is still changeable [3], [4], but this solution is
not available for hard faults. Hard faults, especially StuckAt-Faults (SAFs) - due to which faulty devices get stuck at
high-resistance state (HRS) or low-resistance state (LRS), are
common in RCS. For example, researchers reported that only
63% of the RRAM cells are fault-free for a fabricated 4-Mb
HfO2 -based RRAM test chip, and SAFs appear rather frequently - about 10% of the RRAM cells in the chip contain
SAFs [5]. Since the metal-oxide layer of RRAM is sensitive
to the fabrication thickness and the forming method [6],
it is hard to prevent SAFs during fabrication process [7].
Researchers have proposed re-training methods to tolerate the
SAFs [8], [9]. This method relies on the inherent faulttolerance of the computing algorithm, but a hardware-level
fault tolerant scheme that does not require changes to the welltrained algorithm is still necessary.
All existing RRAM-related redundancy schemes focus
exclusively on memory applications, where the basic storage unit of an RRAM-based memory is a single RRAM
cell [10]–[12]. However, the basic computational unit of RCS
is an entire RRAM column. For a 512 × 512 RRAM crossbar,
even if the yield of a single RRAM device is as high as 0.99,
there is only a 0.0058 probability that an RRAM column is
fault-free (assume that the cell faults are independent). Therefore, even when we use memory-oriented redundancy schemes
for fault tolerance, redundant columns and rows can contain
faulty devices, thereby rendering them ineffective as faultfree replacements. With this important difference between
RCS and memory-oriented application of RRAM, memoryoriented redundancy schemes for RRAM cannot be used in
RCS. An even more serious concern is that we need to get
access to all the RRAM devices during computation, thus we
cannot simply disable the faulty ones. Hence, errors introduced
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by SAFs will inevitably be included in the final output.
Therefore, computation-oriented fault-tolerance schemes are
indispensable for RCS.
Computation in RCS can be logically divided into two
phases: (1) a mapping phase to write the parameter matrices
into the RRAM crossbars, and (2) a computing phase to read
the results from the RRAM crossbars. Previously proposed
mapping algorithms, which convert matrix parameters into
RRAM conductances of the RCS, use simplified assumptions and are targeted at ideal RRAM devices without
SAFs [4], [13], [14]. This paper presents an alternative mapping algorithm that provides a larger mapping space for RCS.
By utilizing this mapping algorithm, a redundant column containing SAFs can also be used to reduce the negative influence
of SAFs in the original crossbar. Because the overhead of
RRAM crossbars in RCS is low [15], extra RRAM crossbars
or RRAM columns are used as redundant structures to tolerate
SAFs in an RCS.
The main contributions of this paper include:
1) We provide the first case study using the MNIST database [16] to demonstrate that SAFs have a significant
adverse impact on RCS.
2) A fault-tolerant framework for RCS is presented.
A Mapping Algorithm with inner fault-tOlerance (MAO)
is proposed to make multiple faulty RRAM columns
eliminate the impact of SAFs on each other. Utilizing the fault-tolerance provided by MAO, two baseline
redundancy schemes are proposed to ensure that RCS is
effective when the percentage of faulty RRAM cells is
high.
3) To reduce the number of redundant RRAM cells when
the SAFs follow a non-uniform distribution or an
unknown distribution, a distribution-aware redundancy
scheme that provides different numbers of redundant cells for different RRAM columns is proposed.
When the distribution of SAFs is unpredictable, a reconfigurable redundancy scheme is proposed to provide
dynamic fault tolerance after chip fabrication.
The rest of this paper is organized as follows: Section II
provides background on RRAM devices, SAFs in fabricated RRAM crossbar arrays, and the chosen sensing mode.
The motivation to design computation-oriented fault-tolerance
schemes is introduced in Section III. The proposed faulttolerant framework is introduced in Section IV. Section V
presents the proposed mapping algorithm, and the two baseline redundancy schemes are presented in Section VI. The
improved solutions to reduce the number of redundant RRAM
cells are introduced in Section VII. In Section VIII, simulation
results and detailed analysis are provided. Finally, Section IX
concludes the paper.
II. P RELIMINARIES
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structure of RRAM array can be used to perform matrixvector multiplication, which efficiently merges the memory
and computation together [18] and reduces the computation
complexity from O(n 2 ) to O(1) [19]. Several RCS designs
have been proposed, e.g., RRAM-based dot-product operator [4], [20], RRAM-based fully-connected Neural Networks
(NN) [21], [22], and RRAM-based convolutional neural networks [15], [23]. Since the conductances of RRAM cells
can only be positive, two RRAM crossbars are needed to
represent an application matrix with both positive and negative
parameters [4], [14].
B. SAFs in Fabricated RRAM Devices
Because matrix-vector multiplication is the key operation
for many neural networks [2], the computational accuracy of
large and deep NNs is limited by cell faults in RRAM devices.
Specifically, the cell faults can be classified into soft faults and
hard faults. For a soft fault, the resistance (or conductance) of
an RRAM cell is not correct but can still be tuned. Soft faults
may be caused by the fabrication variation, write variation,
read disturbance, etc. For a hard fault, the resistance of an
RRAM cell cannot be changed. The yield of RRAM devices,
namely the ratio between the number of fault-free cells and the
number of all fabricated cells, varies from 60% to more than
90% for different materials and technologies. Stuck-at-one
(SA1) faults and stuck-at-zero (SA0) faults appear rather frequently among all kinds of hard faults [5]. The permanent open
switch defects in the RRAM array leads to the SA1 behaviors,
and the random SA0 faults can be caused by the OverForming (OF) defect or reset failure. Previous testing results
have reported the distribution of SAFs for several types of
RRAM devices [5], [12], and the distribution may be unknown
for RRAM devices using emerging materials [24]–[26].
Since an SAF is a type of RRAM cell faults, the occurrence of SAF can be considered to be an independent
event [9], [27].
Although some techniques have been proposed to repair
the cells with SAFs post-fabrication [28], there will still be
many unrecoverable devices. Previous RCS designs make the
assumption that all the RRAM cells are hard-fault-free and
consequently ignore the influence of hard faults in RRAM
cells. However, in Section III, we show that hard faults can significantly reduce the computing accuracy of RCS. Researchers
have proposed re-training methods for RCS, which tolerate
SAFs by the exploiting inherent fault tolerance of neural
networks [8], [9]. This method is useful when we can re-train
a fault-tolerant network with a similar recognition accuracy.
However, when the percentage of faults is larger than the
inherent fault tolerance of the neural network, the performance
will be decreased. Therefore, hardware-level fault tolerant
schemes, which do not modify the well-trained algorithms,
are desirable.

A. RRAM and RRAM Crossbar Array
RRAM is an emerging passive two-ports device based on
metal oxide materials such as HfOx , TiOx and WOx [17],
which has been widely used as non-volatile memory. The most
attractive feature of RRAM devices is that the crossbar

C. Choice of Sensing Mode
The term sensing mode refers to the method and the corresponding circuit to read out the computation result from the
RRAM crossbar. There are two widely used sensing modes for
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the output voltages. For the sensing resistor mode, the output
current of each column is transformed into a voltage signal
by a sensing resistor. For the Trans-impedance amplifier (TIA)
mode, the output currents are directly sensed by TIAs as the
sensing components. The mapping relations between matrix
parameters and RRAM conductances can be represented as
follows:
⎧
gi, j
⎪
(Rs )
⎪
M
⎪
⎪

⎨
gk, j
(1)
ci, j = gs +
⎪
k=1
⎪
⎪
g
⎪
⎩− i, j
(T I A)
gs
where ci, j is a parameter to be mapped onto RRAM cells, and
i (i = 1,2,…,M) and j ( j = 1,2,…,N) are the indices of input
and output ports. Also, gk, j , gi, j and gs are the conductances
of RRAM cells and sensing resistors.
In this work, the TIA mode is chosen due to two reasons.
First, it enables one-to-one mapping. When TIAs are used,
ci, j only depends on gi, j and gs . Second, it isolates
the different layers of RCS. Without voltage followers or
buffer amplifiers, the parameters of the neighboring layers
in an RCS will influence each other through the sensing
resistors [29], [30].
III. M OTIVATION

TABLE I
P ERFORMANCE D EGRADATION D UE TO SAFs

Fig. 1. The proposed fault-tolerant framework for RCS with (1) a redundant
structure design phase based on the previous knowledge about SAFs, (2) a
redundant structure configuration phase based on the actual distribution of
SAFs, and (3) a fault-tolerant mapping phase.

A. Fault Injection Simulation
We use three simulations to evaluate the performance degradation of RCS caused by SAFs:
1) Map randomly chosen matrices to RRAM crossbars and
evaluate the deviation of the mapping results caused by
SAFs.
2) Compute randomly chosen matrix-vector multiplications
and evaluate the deviation of the computing results
caused by SAFs.
3) Use the MNIST dataset as a case study to demonstrate
the adverse impact of SAFs on a real-world application.
The simulation setup and details about the three evaluation
metrics are described in Section VIII.A.
The percentage of RRAM cells containing SAFs can
be approximately 10% based on the previous chip testing
results [5]. As shown in Table I, when 10% of RRAM
cells in RCS contain SAFs, the error for all the evaluation
metrics increases to more than 50%. Hence, SAFs in the
RRAM crossbar make the computation accuracy of RCS unacceptable for real-world applications. Although the fabrication
technology for the RRAM array is expected to improve in
the future, the scale of computing tasks is also increasing
rapidly. Therefore, fault-tolerant schemes for RCS, which can
reduce the requirements on fabrication yield and expand the
application of RRAM chips, are necessary.

the main challenge in designing redundancy schemes for RCS
is that the percentage of fault-free computing units, i.e., the
RRAM columns, is low.
Assume that the yield of a single RRAM device is
PFault_free_cell and the SAFs are independent, and the size of
RRAM crossbar is M × N. Then the probability that an RRAM
column is fault-free can be calculated by:
M
PFault_free_column = PFault_free_cell

(2)

According to Equation (2), even if the yield of a single
RRAM cell is 0.99, for an RRAM crossbar of size 512 × 512,
the probability that an entire RRAM column is fault-free
is only 0.0058. Since an RRAM column is the basic computational unit in RCS, all the computational units have a
high probability to be faulty due to the SAFs in RRAM
cells. It is not feasible to avoid SAFs by disabling faulty
devices, because an unacceptable overhead of M × N control
lines is needed to control every transistor independently. In
traditional redundancy schemes for RRAM-based non-volatile
memory [12], a faulty unit is replaced by a fault-free redundant
unit. However, the redundant unit in RCS, i.e., a redundant
RRAM column, also has a high probability to be faulty, which
makes traditional redundant schemes not viable for RCS.
IV. FAULT-T OLERANT F RAMEWORK FOR RCS

B. Design Challenges
Since RCS has improved the energy efficiency by more
than two orders of magnitudes over CMOS-based computing
systems, a small increase in energy consumption to tolerate
SAFs in RCS by redundancy schemes is acceptable. However,

The complete flow of the proposed fault-tolerant framework
is shown in Fig. 1. In prior work, after an RCS is fabricated,
the parameters in the computed matrices are first mapped
to the conductances of RRAM cells [4], [14]. Then the
RRAM cells are used to perform computations for RCS.
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In this paper, a mapping algorithm with inner fault tolerance (MAO) is proposed to tolerate the SAFs in multiple faulty
RRAM columns without hardware overhead. As mentioned
in Section II.A, at least two RRAM cells are used to store
a parameter value when the target parameter can be either
positive or negative. Therefore, if one RRAM cell contains a
SAF, we can tune the other one or more RRAM cells to reduce
the final deviation caused by this SAF. By utilizing this inner
fault tolerance, a faulty redundant RRAM column can also be
used to reduce the impact of SAFs in the original crossbar.
In this way, we can address the main challenge associated
with the redundant structure design of RCS described in
Section III.B. The redundant structures are designed before
chip fabrication, and they are based on the prior knowledge
about SAFs provided by the previous chips. For several types
of RRAM devices, the probability distribution of SAFs can
be predicted by the previous reports [5], and therefore the
detailed redundant structure design can be determined before
chip fabrication. For RRAM devices using emerging materials,
the distribution of SAFs in an RRAM crossbar may be
unknown or unpredictable [25], [26]. For this scenario, a reconfigurable redundancy scheme is proposed, in which the
number of redundant cells is determined by the yield of a
single RRAM device before fabrication, and the detailed connections are configured according to the actual distribution of
SAFs obtained after chip fabrication. In this way, a redundantstructure design phase is introduced before chip fabrication,
and a redundant-structure configuration phase is introduced
after chip fabrication and before the mapping phase, as shown
in Fig. 1.
V. M APPING A LGORITHMS W ITH I NNER FAULT
T OLERANCE (MAO)
In the original design of RCS, a matrix is stored by one
positive RRAM crossbar and one negative RRAM crossbar.
To simplify the division of matrix parameters in two RRAM
crossbars, researchers typically use mapping algorithms that
allocate the positive and negative parameters in the target
matrix into the positive and negative RRAM crossbars,
respectively [4]:
 = C + · Vin + C − · −Vin
Vout
= (C + − C − ) · Vin
= C · Vin

(3)

where C is the target matrix to be mapped on RRAM
crossbars, and C + and C − are the matrices represented by
the positive and negative RRAM crossbars, respectively. Also,
 are the vectors of the input and output voltages.
Vin and Vout
However, if we consider the physical limitations and SAFs
in real-world RRAM devices, this mapping method can result
in errors:
1) The number of resistance levels that is available for
real-world RRAM devices is limited, which means a
parameter in C + or C − may not be precisely represented
by an RRAM cell.

105

Algorithm 1: Mapping Algorithm With Inner Fault
Tolerance (MAO)

1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16

17
18
19
20

Input: C, G max , G min gs , Stuck At Map, Available_ Devices
−
Output: G +
Out put , G Out put
for i = 1 : C. parameter_number do
for j = 1 : Available_ Devices(i) do
if G +
Out put (i, j) doesn’t get stuck then
G+
Out put (i, j) = Gmax
end
if G −
Out put (i, j) doesn’t get stuck then
G−
Out put (i, j) = Gmin
end
end
end
for i = 1 : C. parameter_number do
for j = 1 : Available_ Devices(i) do
−
if Both G +
Out put (i, j) and G Out put (i, :) get stuck then
continue;
end
Di f f = ||C(i) − (sum(G +
Out put (i, :))/Gs
−sum(G −
Out put (i, :))/Gs)||;
−
First adjust G +
Out put (i, j) and then adjust G Out put (i, j)
to minimize Di f f ;
end
end
−
return G +
Out put , G Out put

2) If an RRAM cell contains SAFs, the corresponding
parameter in C + or C − is also stuck at a high or low
value.
To overcome the drawbacks of previous mapping algorithms,
MAO is designed to fully explore the available mapping space.
As shown in Algorithm 1, for each parameter in the target
matrix, MAO first finds all the RRAM cells to represent this
target parameter (Line 1 and Line 2), which are denoted
as Available_Devi ces. Then, MAO initializes all fault-free
cells to default values (Line 3 to Line 10). Next, for each
parameter in the target matrix, MAO adjusts all fault-free
Available_Devi ces for this target parameter one-by-one,
until the aggregated value of all devices cannot be made any
closer to the target matrix parameter (Line 11 to Line 19).
For example, if the target parameter is positive but the
corresponding RRAM cell in the positive crossbar contains a
SA1 fault, an error occurs with the original mapping method
because the positive RRAM cell cannot be tuned to the target
value. Since the positive cell is stuck at the highest value,
MAO approximates the target parameter by enlarging the
conductance of the corresponding RRAM cells in the negative
crossbar. In this way, the deviation caused by this SA1 fault
can be reduced after the subtraction in Equation (3), and
therefore the fault can be tolerated.
Therefore, even if both positive and negative RRAM
columns are faulty, a SAF in the positive crossbar can be
tolerated by tuning the corresponding RRAM cell in the negative RRAM crossbar, and vice versa. Without any hardware
overhead, MAO can tolerate four kinds of SAFs in RCS,
as shown in Table II. We compare the previous mapping
algorithm [4] and MAO. As shown in Table III, MAO reduces
the mapping error for all situations, which further reduces the
computing error and MNIST error without hardware overhead.

106

IEEE JOURNAL ON EMERGING AND SELECTED TOPICS IN CIRCUITS AND SYSTEMS, VOL. 8, NO. 1, MARCH 2018

Fig. 2. Overview of RCS with the proposed redundant RX and IRC schemes. (a) Multi-layer NN. (b) Modules and data flow of a three-layer NN. (c) Modules
to form a matrix in NN. (d) Circuit structure of the RX scheme. (e) Circuit structure of the IRC scheme. (f) Circuit details of an independent redundant
column.
TABLE II
F OUR K INDS OF SAF S T HAT CAN B E T OLERATED BY MAO W ITHOUT
H ARDWARE OVERHEAD

When the percentage of RRAM cells containing SAFs is
higher than 10%, although the error of MAO is much lower
than that of the previous mapping algorithm, the MNIST error
is still higher than 15%, which is not acceptable for real-world
applications. Therefore, redundancy schemes are necessary to
tolerate a high percentage of faults.
VI. R EDUNDANCY S CHEMES FOR RCS
MAO provides a solution in which two faulty RRAM
columns reduce the impact of SAFs on each other. Since
the proposed MAO solution only changes the manner in
which we map a value to the resistance of an RRAM cell,
this method can improve computing accuracy without any
hardware overhead. However, the limitation is that MAO is
only applicable when a pair of RRAM cells correspond to the
four faulty scenarios shown in Table II. Therefore, when the
percentage of faulty cells is large, the use of MAO alone is
not sufficient to tolerate all the stuck-at faults.
As described in Section III.B, the main challenge in designing redundancy schemes for RCS is that the redundant RRAM
columns also have a high probability of faults. If we regard the
cells in both the original RRAM crossbars and the redundant
structures as the Available_Devi ces in Algorithm 1, a faulty
redundant unit can also be used to reduce the impact of
SAFs. Based on this observation, we first propose two baseline
redundancy schemes for RCS in this section. An overview of
using the proposed redundancy schemes to implement faulttolerant multi-layer NNs is shown in Fig. 2.
A. Redundant Crossbars (RX)
1) Hardware Structure: RX uses redundant crossbars that
have the same size as the original RRAM crossbars to tolerate

SAFs, as shown in Fig. 2(d). The Digital-Analog-Converters
(DACs) are shared by the original crossbars and the redundant
crossbars because the inputs are same. Every RRAM crossbar
is connected to an independent group of Analog-DigitalConverters (ADCs) to transfer the output results into digital
signals, and the results from multiple crossbars are merged
using adders.
2) MAO for the RX Scheme: In the RX scheme, multiple
RRAM crossbars form the target matrix as shown below:
C = (C + +

R S,RX


i=0

Ci+ ) − (C − +

R S,RX



Ci− )

(4)

i=0

where C is the target parameter matrix, and C + and C −
are the matrices represented by the original positive and
negative RRAM crossbars, respectively. Also, Ci+ and Ci−
are the matrices represented by the i th positive and negative
redundant crossbars, respectively. The parameter R S,RX is the
system-level redundancy ratio, defined as the ratio between
the number of redundant RRAM crossbars and the number
of original RRAM crossbars in the RX scheme. MAO is
used for mapping matrices to RCS with the RX scheme,
where the Available_Devi ces are extended to (2 + 2R S,RX)
RRAM devices in both the original RRAM crossbars and the
redundant RRAM crossbars.
3) Hardware Overhead: A larger value of R S,RX implies a
stronger degree of fault tolerance, but it increases the hardware
overhead. Assume that the size of the target matrix is M × N,
and the probability of the RRAM cell contains a SAF is P.
The hardware overhead of RX is shown in Table IV, where
the system-level redundancy ratio R S,RX is abbreviated as R S .
The advantage of RX is that it maintains the RRAM crossbar
structure, and no extra routing or control logic modules are
needed.
B. Independent Redundant Columns (IRC)
The RX scheme provides one or more redundant RRAM
columns for every RRAM column in the original crossbar.
In this way, the redundancy ratio of every original RRAM
cell is no less than 100%. However, the probability of an
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TABLE III
E RROR D UE TO P REVIOUSLY P ROPOSED M APPING A LGORITHM AND MAO FOR T HREE TASKS .
T HE MNIST E RROR FOR THE FAULT-F REE C ASE I S 2.17%

TABLE IV
H ARDWARE OVERHEAD OF T HREE D ESIGNS OF RCS W ITH M ATRIX SIZE M × N ; P ROBABILITY OF AN RRAM C ELL C ONTAINING
A SAF: P ; P ROBABILITY OF AN RRAM C ELL IN THE i TH C OLUMN C ONTAINING A SAF: Pc (i); S YSTEM -L EVEL R EDUNDANCY
R ATIO FOR A LL S CHEMES A RE A BBREVIATED AS R S

RRAM cell containing an SAF is low, e.g., lower than 10%.
Therefore, if multiple RRAM cells in can share one redundant
cell, the hardware and energy overhead of the redundant circuits can be reduced. We propose an Independent Redundant
Column (IRC) scheme to reduce the number of redundant
RRAM cells and maintain the column-based computational
structure of RCS.
1) Hardware Structure: The structure of the proposed IRC
scheme is shown in Fig. 2(e), and the detailed circuit of an
IRC is shown in Fig. 2(f). Assume that the probability of an
RRAM cell containing a SAF is P, and the size of RRAM
crossbar is M × N. Then the statistical expectation of SAFs
in each RRAM column is:
E[F] = P M

(5)

Therefore, we want to use R S,IRC P M redundant cells instead
of M cells to tolerate the SAFs in an RRAM column. Note
that R S,IRC is the design parameter used to adjust the fault
tolerance of IRC, which is referred as system-level redundancy
ratio for IRC.
Due to the randomness of SAFs in both the original RRAM
crossbars and the IRCs, a routing strategy and control logic
are needed to select the inputs of different RRAM devices
in redundant columns. To reduce the hardware overhead of
routing, we assume that the SAFs are independent and follow
a uniform distribution, and then evenly divide RRAM cells in
one column of the original RRAM crossbars into E[F] parts.
We call each part a ‘cut’. Thus, the statistical expectation of
SAFs in each cut is 1, and R S,IRC is used to indicate the
number of redundant cells in a redundant column for one
cut. In this way, the number of redundant devices in each

independent redundant column is:
M I RC = R S,IRC E[F]

(6)

= R S,IRC P M

(7)

A pair of redundant columns are used to tolerate the SAFs
in the positive and negative crossbars, respectively, which are
referred as the positive IRC and the negative IRC. Hence,
the IRC scheme contains 2N independent redundant RRAM
columns, each with M I RC RRAM devices. The statistical
expectation of the number of SAFs in each cut is 1. The
SAFs in each cut are tackled using R S,IRC redundant devices.
The inputs to the redundant devices are selected by MUXs
controlled by a signal si, j . The number of input ports for a
MUX is 1/P, i.e., the number of cells in each cut.
2) Data Flow and Mapping Method: In the IRC scheme,
the input will first go through the shared DAC, then into
the different rows in the original RRAM crossbars and the
corresponding redundant cells in the IRCs. The outputs of
the columns in the original RRAM crossbars are merged with
the outputs from the corresponding IRCs:
Ci, j =

(Ci,+j

R S,IRC

+


k=1

+
CIRC(k)i,
j)

− (Ci,−j

R S,IRC

+



−
CIRC(k)i,
j)

k=1

(8)
where i (i = 1,2,…,M) and j ( j = 1,2,…,N) are the indices
of the input (row) and output (column) ports, and Ci, j is
the matrix parameter to be mapped. Also, Ci,+j and Ci,−j are
matrix parameters represented by the RRAM cells in the
original positive and negative RRAM crossbars, respectively.
+
−
CIRC(k)i,
j and CIRC(k)i, j are the parameters represented by
the redundant cells in the corresponding IRC, where k is the
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index of the candidate redundant cells for Ci,+j (or Ci,−j ) in
the corresponding IRC. R S,IRC is the system-level redundancy
ratio that determines the number of the candidate redundant
cells.
If the cell representing Ci,+j or Ci,−j is faulty, we need to
+
−
choose the value of CIRC(k)i,
j and CIRC(k)i, j to minimize the
influence of faults, which can be completed by MAO. The
Available_Devi ces in Algorithm 1 for each matrix parameter
contain the RRAM cells in both the original RRAM crossbars
and the corresponding IRCs. Moreover, the SAFs in the IRCs
can also be tolerated by the cells in the original crossbars and
other IRCs.
3) Hardware Overhead: The hardware overhead of the IRC
scheme is shown in Table IV. Compared with the RX scheme,
IRC uses additional MUXs to make multiple RRAM cells in
an original crossbar share the same group of redundant cells,
but the hardware overhead of other modules, e.g., ADCs, is
less than that for the RX scheme.
VII. D ISTRIBUTION -AWARE IRC AND
R E -C ONFIGURABLE IRC
The proposed IRC scheme can reduce the hardware overhead compared with the RX scheme, but IRC makes the
simplified assumption that the random SAFs in a crossbar
follow a uniform distribution. This assumption is reasonable
for some RRAM technologies [12], but it has recently been
reported using fabricated chips that this distribution may not be
uniform [5]. With non-uniform SAFs in an RCS, the systemlevel redundancy ratio R S,IRC of IRC needs to match the
RRAM column with the highest SAF probability, which is
called the “bottleneck column”. In this situation, for the lowSAF-probability columns, IRC uses more redundant cells than
needed, and therefore many redundant cells are wasted.
To solve this problem, we improve the proposed IRC
method from two perspectives. First, if the probability distribution of SAFs is known based on the test outcomes of previously tested chips as in [5], a Distribution-aware IRC (DIRC)
scheme is developed to provide different numbers of redundant
cells for different RRAM columns. Second, if the probability
distribution of SAFs is unknown or cannot be determined from
a few fabricated chips, a Re-configurable IRC (RIRC) scheme
is proposed, in which the connections for redundant cells can
be configured according to the actual distribution of SAFs
determined after chip fabrication.
A. Distribution-Aware IRC
Previous testing results have shown that in some fabrication
technologies, the distribution of SAFs is not uniform and is
influenced by the position of voltage sources [5]. Since the
unit of RRAM-based computing is an RRAM column, only
the marginal distribution of SAFs along the column direction
is considered in this paper.
To match the redundancy ratio with the probability of
SAFs for an RRAM column, we use redundant columns
with different lengths to provide a different redundancy ratio.
Assume the discrete marginal probability distribution of SAFs
is Pc (·), and therefore the probability of SAFs at a the j th

column is Pc ( j ). Similar to the IRC scheme, the length of
the j th redundant column can be calculated by the statistical
expectation of the number of SAFs in the j th column of an
original crossbar:
L DIRC ( j ) = R S,DIRC E[F]
= R S,DIRC Pc ( j )M

(9)
(10)

where L DIRC ( j ) is the length of the DIRC in the j th column,
R S,DIRC is system-level redundancy ratio reflecting the number
of redundant cells for one cut, and M is the number of cells
in an RRAM column in the original crossbar.
To compare the number of redundant cells used in different
schemes, the device-level redundancy ratio R D is defined as
the ratio between the number of redundant RRAM cells and
the number of original RRAM cells in the crossbar. The
device-level redundancy ratio in the DIRC scheme, R D,DIRC ,
can be calculated by:
N
j =1 L DIRC ( j )
(11)
R D,DIRC =
MN

R S,DIRC M Nj=1 Pc ( j )
=
(12)
MN
For the original IRC scheme, the device-level redundancy ratio
R D,IRC can be calculated by:
R S,DIRC M Nmax(Pc ( j ))
(13)
MN
When
the
marginal
distribution
is
uniform,
we
have
P
(1)=P
(2)=...=P
(N).
Therefore,
c
c
c
N
j =1 Pc ( j )=N Pc (1)=Nmax(Pc ( j )), and the number of
redundant RRAM cells for IRC is the same as that of DIRC.
However, when the marginal
 N distribution is a non-uniform
distribution, we have
j =1 Pc ( j ) < Nmax(Pc ( j )), and
therefore the number of redundant cells can be reduced.
R D,IRC =

B. Fixed-Length DIRC
The DIRC scheme uses redundant columns of different
lengths. For example, if the marginal probability of SAFs
along the columns is a Poisson distribution, we need N kinds
of IRC lengths. However, the fabrication of RRAM columns
or crossbars with different sizes on the same chip is difficult
and may cause a waste of chip area. Consequently, current
RRAM chips usually use the RRAM columns and crossbars
with limited kinds of sizes on the same chip [18], [23].
Based on this observation, we fix the length of redundant
columns, and use the different numbers of redundant columns
to match the probability of SAFs, as shown in Fig. 3(a).
We define L cut as the length of one cut, and R S,f-DIRC is
the number of redundant cells for one cut in one redundant
column. In this way, the number of redundant columns for the
j th column, which is denoted as L DIRC ( j ), is:
L DIRC ( j ) = E[F( j )]/(M/L cut )

(14)

= Pc ( j )L cut

(15)

where M/L cut denotes the number of cuts in one RRAM
column; therefore, (R S,f-DIRC M/L cut ) denotes the number of
cells in one redundant column. Moreover, L cut and R S,f-DIRC
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The structure of (a) the basic IRC scheme, (b) the DIRC scheme, (c) the fixed-length DIRC scheme, and (d) the RIRC scheme.

influences the basic fault tolerance of one redundant column,
which will be analyzed in Section VIII.
The device-level redundancy ratio for the fixed-length
DIRC (f-DIRC) scheme R D,f-DIRC can be calculated by:
R S,f-DIRC M  N
j =1 Pc ( j )L cut
L cut
(16)
R D,f-DIRC =
MN
N
R S,f-DIRC M j =1 Pc ( j )
=
(17)
MN
The device-level redundancy ratio is the same as that for the
DIRC scheme when R S,f-DIRC is the same. However, since
the number of RRAM cells in a redundant column should be
integer, the actual value of R D,f-DIRC is larger than the value of
R D,DIRC , as shown in Table IV. Therefore, the f-DIRC scheme
uses more redundant cells compared with DIRC but it is more
amenable to chip fabrication.
C. Re-Configurable IRC
The DIRC and f-DIRC schemes can solve the “bottleneck
column” problem based on the prediction of SAF faults.
However, these schemes are still based on the assumption that
the probability distribution of random SAFs has been obtained
from a previous off-line testing. In some RRAM devices using
emerging material and fabrication technologies, although the
yield of RRAM cells has been reported using single-cell testing [25], [26], the distribution of SAFs in an RRAM crossbar
may not be easy to predict before fabrication. Moreover, some
bursty and unpredictable SAFs may be generated in a specific
chip. If we still want to use IRC or DIRC to tolerant faults,
we need to use an estimated distribution in the redundancystructure design phase shown in Fig. 1. Since the distribution
of SAFs is unpredictable, the actual distribution after fabrication may be much different from the estimated distribution.
In this situation, many redundant cells may be wasted in the
RRAM columns with few SAFs, but the RRAM columns with
a high percentage of SAFs are not provided with enough
redundant cells. Therefore, the performance of the redundancy

scheme is reduced. Consequently, a re-configurable scheme is
indispensable, in which the number of redundant cells for an
RRAM column can be adjusted after fabrication to match the
actual distribution of SAFs.
Assume that the ratio between the number of IRCs and
the number of RRAM columns in an original crossbar is RC ;
hence, N RC IRCs are designed for one crossbar. A basic
design is to make all the IRCs re-configurable, which leads
to at most N-to-N RC re-configurable connections. Although
the scalability is maximized because every IRC can be reconfigured for any RRAM column, the hardware overhead
of the N-to-N RC router is too large. Since the IRCs are
identical, we propose a partially re-configurable scheme to
reduce the overhead. As shown in Fig. 3(d), every RRAMcolumn is provided with a fixed IRC for the basic fault
tolerance, and some re-configurable IRCs are provided to
dynamically tolerate the faults that cannot be tolerated by
the fixed IRCs. The added results from fixed IRCs and the
corresponding RIRCs are connected to adders through a router.
In this way, only a N-to-N(RC − 1) router is needed. In
addition, since we use TIAs and ADCs as the interface to
sense out the computing results, the router only needs to switch
the digital results and will not influence the computation of
RRAM cells.
In the RIRC scheme, if the number of redundant RRAM
cells in an IRC is referred as the length of IRC L IRC , the
number of redundant cells for one RRAM crossbar can be
calculated using RC and L IRC . Similar to the IRC and DIRC
schemes, L IRC can be determined from the yield of RRAM
cells. Specifically, if the probability of a SAF is P for a single
cell, and R S,RIRC is the number of redundant devices in a fixed
IRC related to one cut, L IRC , can be calculated as follows:
L IRC = R S,RIRC P M

(18)

Therefore, the device-level redundancy ratio for RIRC
R D,RIRC , which is the ratio between the number of redundant
RRAM cells and the number of original RRAM cells in the
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crossbar, can be calculated by
R D,RIRC = R S,RIRC P MRC

(19)

where RC and R S,RIRC are the two main design parameters. RC
influences the amount of RIRCs, so larger RC provides larger
re-configurable redundancy. R S,RIRC influences the length of
each IRC, so larger R S,RIRC provides both larger fixed redundancy and larger re-configurable redundancy. The detailed
simulation results are provided in Section VIII.
A greedy method is used to configure RIRCs after chip
fabrication. After off-line testing, the actual distribution of
SAFs is obtained, and the fixed IRCs shown in Fig. 3(d)
tolerate a few SAFs in every column of the original crossbar,
but many SAFs may not be covered. We design a greedy
method that iteratively configures a RIRC to the column with
the most uncovered SAFs. For example, assume one IRC can
tolerate 10 faults on average. If column i contains 20 SAFs
with one IRC, and column j in the same group contains 50
SAFs with two IRCs, 10 and 30 SAFs are left for column i and
column j , respectively. Therefore, the column j has a higher
priority to be configured with the next RIRC. Since the SAFs
in the IRCs are not considered in this greedy algorithm, with a
specific distribution of SAFs, the performance may not achieve
the best among all the configuration solutions. However, the
average performance among multiple random distributions is
acceptable, as described in Section VIII.
VIII. S IMULATION R ESULTS
A. Evaluation Metrics
Three metrics are chosen to evaluate the error of RCS
caused by SAFs:
1) Mapping Error: To evaluate the deviation between the
parameters in the target matrix and the parameters
represented by RRAM cells, a mapping error is defined
as the relative 2-norm distance between the target matrix
CIdeal and the mapped matrix CMapped :
Err orMapping =

||CMapped − CIdeal ||2
||CIdeal ||2

(20)

2) Computing Error: To evaluate the impact of SAFs on
the computing results of matrix-vector multiplication,
a computing error is defined as the relative 2-norm
distance between the ideal output vector VIdeal in Equation (3) and the actual output vector from an RRAM
crossbar VMapped:
Err orComputing =

||VMapped − VIdeal ||2
||VIdeal ||2

(21)

3) MNIST Recognition Error: We use the MNIST dataset
as a case study to evaluate the influence of SAFs on
real-world applications.
B. Simulation Setup
The resistances of RRAM cells range from 1 k to 1 M,
and therefore the resistances of the SA1 cells and the SA0 cells
are set to 1 k and 1 M, respectively. The yield of a single

RRAM device is varied from 0.99 to 0.95, 0.90, and 0.80. We
assume that the faulty devices randomly get stuck at 0 or 1 [5].
For determining the mapping error and computing error for
evaluation, we use an application matrix with size 128×128.
The matrix parameters and the input data are randomly chosen
from −1 to 1 with 8-bit precision. Each simulation runs
with 100 random samples of matrix parameters, input data,
and SAF distributions, and the average case is used to evaluate
the performance.
MNIST is a widely used dataset for image recognition.
In our experiments, all 60,000 training samples are used
to train the NN, and all 10,000 testing samples are used
to evaluate the error. We use a 784 × 100 × 10 fullyconnected NN as the baseline fault-free NN for evaluation.
Experimental results show that the recognition accuracy is
97.83% on the CPU platform and also 97.83% on the ideal
RCS. Each simulation runs with 100 random samples of SAF
distributions, and the average recognition error is used as the
final recognition error for evaluation.
The MNIST dataset is also used to compare the performance
and redundant RRAM devices saved by DIRC and RIRC,
with different probability distributions of SAFs. The Gaussian
distribution, Poisson distribution, and the Linear monotonically increasing distribution are used as three typical types of
non-uniform SAF distributions in an RRAM crossbar in these
simulations. The probability density functions of these three
distributions, respectively, are:
(x − μ)2
1
)
ex p(−
P(x) = √
2σ 2
2πσ
λx −λ
e
P(x) =
x!
P(x) = kx
where μ, σ , λ, and k are the parameters for the probability
distributions. In simulations using non-uniform distributions,
we choose the parameters to ensure that the average probabilities of SAFs with the three distributions are the same for
fair comparison. The probability of SAFs in IRCs, DIRCs, and
RIRCs are also set to the average probability of a SAF in the
crossbar.
C. The Baseline Redundancy Schemes
1) Redundant Crossbars (RX): The performance of RX is
shown in Fig. 4(a)(c)(e). By increasing R S , i.e., the number
of redundant crossbar pairs, the performance of all three
experiments can be improved to be nearly the same as that
for a fault-free computation. For example, when 20% of the
RRAM cells contain SAFs, RX can improve the recognition
accuracy of MNIST from 17.75% to 97.35% with R S = 3.
2) Independent Redundant Columns (IRC): The performance of IRC is shown in Fig. 4(b)(d)(f). When SAFs follow
a uniform distribution, the accuracy for all three metrics
can be improved to approach a fault-free computation by
increasing R S . When 20% of the RRAM cells contain SAFs,
IRC can improve the recognition accuracy of MNIST from
17.75% to 96.35% with R S = 6.
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Fig. 4. The performance of RX and IRC with different yields of RRAM devices and different system-level redundancy ratios (abbreviated as R S ); (a) Mapping
error with RX; (b) Mapping error with IRC; (c) Computing error with RX; (d) Computing error with IRC; (e) Recognition error of MNIST dataset with RX;
(f) Recognition error of MNIST dataset with IRC.

Fig. 5. (a) R S,RX -Energy relationship; (b) R S,IRC -Energy relationship; (c) Energy-Error trade-off of RX (percentage of SAFs is 10%); (d) Energy-Error
trade-off of IRC (percentage of SAFs is 10%).

3) Energy, Performance and Parameter Analysis: Based on
the hardware overhead shown in Table IV, we calculate the
energy overhead of RCS with RX and RCS with IRC in
Table V. We can see that RX and IRC can achieve the highest
improvement in the recognition accuracy for MNIST dataset
on average at the price of an acceptable energy overhead. By
increasing R S , both the average MNIST error and the worstcase MNIST error are reduced.

The dependence of energy overhead on R S for RCS with
RX, and RCS with IRC are shown in Fig. 5(a)(b). The energy
consumption is normalized by that of the basic RCS design.
The R S,RX -Energy relationship is linear and independent of the
yield of RRAM cells. The energy overhead of RX increases
37.58% as R S increases by one, which is mainly caused by
the presence of extra RRAM devices and ADCs. With the
IRC scheme, when R S,IRC increases from 0 to 1, the energy
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Fig. 6. The performance comparison between DIRC and IRC; (a) Recognition error of MNIST with DIRC; (b) R D of DIRC when running MNIST;
(c) Recognition error of MNIST with IRC; (d) R D of IRC when running MNIST.

TABLE V
A CCURACY AND E NERGY OVERHEAD OF RX AND IRC ON MNIST
D ATASET. S IMULATED 100 T IMES W ITH R ANDOM SAF S

Fig. 7. The RRAM-cell-overhead comparison among the IRC, DIRC, fDIRC,
and RIRC schemes. Redundancy ratio R D is the ratio between the number
of redundant RRAM cells and the number of original crossbar cells. The
yield of RRAM cells is 95%, and the MNIST error of each scheme is less
than 3%.

overhead increases quickly (about 20%), mainly due to the
presence of extra ADCs. Further increasing R S only introduces
extra RRAM cells. The increase of energy overhead ranges
from 0.59% to 4.16%, with the percentage of RRAM cells
containing SAFs ranging from 1% to 20%.
In the MNIST application, the energy-accuracy trade-offs
of RCS with RX and RCS with IRC are shown in
Fig. 5(c) and Fig. 5(d), respectively. When MAO is used as
the mapping method, RX and IRC can reduce the recognition
error from 74.17% to 2.83% and 3.87%, respectively, with an
energy overhead of 37.58% (R S,RX = 1) and 27.22% (R S,IRC
= 4), respectively. Further increase in R S is likely to introduce
more energy overhead but with little recognition accuracy
improvement.
D. Distribution-Aware IRC
As shown in Table IV, the hardware overhead of DIRC
and f-DIRC due to the ADCs, DACs, TIAs, adders, and

subtractors is the same as that of IRC. Therefore, the overall
energy overheads of DIRC and f-DIRC are similar to that
of the basic IRC scheme, but the number of redundant cells
is different. We use the device-level redundancy ratio R D ,
i.e., the ratio between the number of redundant cells in the
redundant columns and the number of original cells in the
crossbar, to compare the hardware overhead between DIRC,
f-DIRC and IRC. The yield of an RRAM device is set to 95%
and the results are shown in Fig. 6. Compared to IRC with the
same value of R D , which means that the number of redundant
cells in the RCS is the same, DIRC and f-DIRC result in much
lower recognition error for the MNIST dataset when the SAFs
follow a non-uniform distribution. For example, for all three
kinds of non-uniform distributions, the recognition error can
be reduced to 2.18% when the redundancy ratio is 40% in the
DIRC scheme. Note that the recognition error for the fault-free
case is 2.17%. However, when we use the basic IRC scheme
with a redundancy ratio of 40%, the recognition error is 6.96%
and more than 50% for SAFs following a Gaussian distribution
and a Poisson distribution, respectively.
We use a case study to compare the necessary redundancy
ratio needed to ensure that the recognition error is lower
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TABLE VI
T HE MNIST E RROR OF RCS W ITH RIRC FOR D IFFERENT C HOICES OF
RC AND R S ( R D IS F IXED TO 50%)

Fig. 8. (a) The MNIST error and (b) the energy overhead of RCS with RIRC
for different choices of the two parameters (RC and R S ). The SAFs follow
a Poisson distribution.

Fig. 9. The MNIST error among the IRC, DIRC, and RIRC schemes when
the distribution of SAFs is hard to predict. The redundancy ratio R D is set
to 50% for all schemes and the yield of an RRAM cell is 95%.

than 3%. The yield of an RRAM device is set to 95% and
results for multiple distributions are shown in Fig. 7. When
the SAFs follow a uniform distribution, the basic IRC scheme
and all the improved redundancy schemes can result in low
recognition error with a redundancy ratio of approximately
30%. When the SAFs follow a non-uniform distribution, the
basic IRC scheme needs many more redundant cells than the
other improved schemes. For example, when the SAFs follow
a Poisson distribution, the redundancy ratio needed by the
basic IRC scheme is 238%, which can be reduced to 29.9%
and 37.5% for DIRC and f-DIRC, respectively. Compared with
the DIRC scheme, f-DIRC uses more redundant cells because
the length of each redundant column is fixed, but f-DIRC is
simpler for chip fabrication when we cannot design RRAM
columns of any arbitrary length.

IRCs can reduce the MNIST error from 48.7% to 4.5% with
R S = 3 and from 51.6% to 2.3% with R S = 4, respectively.
On the other hand, only increasing R S with a small RC is
not useful. RC should be larger than 50% to provide adequate
re-configurable redundant cells.
We evaluate the energy overhead of RIRC in Fig. 8. The
energy consumption is normalized by the basic design without
redundancy. The increase of R S means that we use more
redundant columns and ADCs, and the increase of RC means
that we use more redundant cells in one column. However,
the hardware overhead due to the reconfigurable redundant
columns is small compared with a basic IRC design (RC = 0).
For example, when R S = 4 (the red lines in Fig. 8), the RIRC
scheme can reduce the MNIST error from more than 50% to
less than 5%, with the energy overhead increasing only 5%,
i.e., from 25% to 29% when RC increases from 0 to 1.
We further find that when the number of redundant cells is
fixed, i.e., R D is fixed, the optimal R S and RC are different in
multiple actual distributions. Table VI shows a case study in
which R D is fixed to 50%. When SAFs follow a Gaussian or a
Linear distribution, the optimum value of R S is 4, and the corresponding RC is around 50%. When SAFs follow a Poisson
distribution, the optimum R S is 3, and the corresponding RC is
82%. This is because the maximum percentage of faults in the
Poisson distribution, i.e., the maximum PC ( j ) in Equation (9),
is much higher than that for the other two distributions.
Therefore, RCS needs more re-configurable redundant cells to
tolerate the SAFs in the unpredictable “bottleneck column”.
We use a case study to evaluate the performance of RIRC
when the distribution of SAFs is hard to predict before fabrication. Four other redundancy schemes are used for comparison:
1) the basic IRC scheme, 2) the DIRC scheme that predicts
the SAFs follow a Gaussian distribution, 3) the DIRC scheme

E. Re-Configurable IRC
Unlike the previous redundancy schemes with only one
design parameter R S , RIRC has two design parameters to
adjust the redundant structure: (1) R S,RIRC that denotes the
number of redundant cells related to a cut, which in turn
influences the length of an IRC; (2) RC that denotes the
ratio between the number of re-configurable IRCs and the
number of RRAM columns in one crossbar, which influences
the dynamic fault tolerance that can be achieved by reconfiguration after chip fabrication. We simulate the performance
of RCS with RIRC for different choices of the two parameters, where SAFs follow a Poisson distribution. The results
are shown in Fig. 8(a). When R S is small, the number of
redundant cells in every fixed IRC and every re-configurable
IRC is small; therefore, increasing RC contributes little to error
reduction. When R S is larger than 2, adding re-configurable
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that predicts the SAFs follow a Poisson distribution, and
4) the DIRC scheme that predicts the SAFs follow a Linear
distribution. The yield of an RRAM cells is set to 95%
and the device level redundancy ratio R D is set to 50% for
fair comparison. The results are shown in Fig. 9. Although
DIRC obtains the lowest error when the prediction of fault
distribution is correct, the error can be higher than 50% if
the prediction is not correct, which means the performance
is much worse than the basic IRC scheme. When the actual
distribution is different from the prediction, many redundant
cells are wasted in the RRAM columns with few SAFs, but
the RRAM columns with a high percentage of SAFs are not
provided with sufficient redundant cells. As shown in Fig. 9,
RIRC can reduce MNIST error to lower than 5% for all
three kinds of fault distributions without prediction, which
highlights the advantage of re-configurable redundant cells.
IX. C ONCLUSION
We have presented a fault-tolerant framework for RCS.
A mapping algorithm with inner fault tolerance and multiple computation-oriented redundancy schemes have been
presented. The proposed mapping method MAO can reduce the
mapping error and computing error for RCS without incurring
hardware and energy overhead. The proposed RX scheme
can improve the recognition accuracy of the MNIST from
25.83% to 97.17% with energy overhead of 37.58%, and the
proposed IRC scheme can improve the recognition accuracy of
the MNIST from 25.83% to 96.13% with an energy overhead
of 27.22%. When SAFs follow a non-uniform and an unknown
distribution, the DIRC and RIRC schemes have been presented
to reduce the number of redundant RRAM cells from more
than 200% to less than 40% and 60%, respectively.
In future work, we will combine the proposed hardwarelevel schemes with algorithm-level methods [8], [9], [27] to
further improve the fault tolerance of RCS.
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