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ABSTRACT sively studied in the past, are revisited anew due to their increasing
Aggressive scaling of technology has an adverse impact on the re- impact with device scaling [6].
liability of VLSI circuits. Apart from increasing transient error The rate of degradation due to the accelerated aging phenomena
susceptibility, the circuits also become more vulnerable to perma- is dependent on different factors such as supply voltage, tempera-
nent damage and failures due to different physical phenomenon. ture, switching activity,resulting current in the devices,and leakage
Such concerns have been recently demonstrated for regular micro- currents. For example, the Mean Time To Failure (MTTF) due to
architectures. In this work we demonstrate the vulnerability of TDDB reduces as gate leakage increases. The impact of switch-
Field Programmable Gate Arrays (FPGA)s to two different types of ing activities on HCE and EM have been presented in recent works
hard errors, namely, Time Dependent Dielectric Breakdown (TDDB) [7]. The authors also demonstrated a logical redesign strategy to
and Electro-migration. We also analyze the perforrance degrada- reduce the impacts of circuit degradation due to HCE and EM. Cir-
tion of FPGAs over time caused by Hot Carrier Effects (HCE). We cuit aging due to switching activity was presented in [8], which
also propose three novel techniques to counter such aging based demonstrated an aging model, where the age is directly propor-
failures and increase the lifetime of the device. tional to the signal switching probabilities. In a FPGA, based on

the mapped design, different portions of the FPGA exhibit varying
Catagories and Subject Descriptors: switching currents and leakage currents. Consequently, different
B.8.1 [Hardware]: Performance and Reliability: Reliability, Test- portions of the FPGA will age differently when implementing the
ing and Fault-Tolerance same design for a long period of time.

The first contribution of this paper is to analyze the aging im-
General Terms: Reliability, Algorithms, Experimentation pact of TDDB, EM and HCE on Xilinx style FPGAs using a set
Keywords: FPGA, Time Dependent Dielecric Breakdown, Elec- of MCNC benchmarks. Our results show that a significant portion
tromigration, Hot Carrier Effects of the FPGA resources may fail in the first 3 to 5 years of oper-

ation. Consequently, we propose three strategies that can prolong
1. INTRODUCTION the lifetime of the device by mitigating the impact of the accelerated

aging mechanisms. The first technique employs a gate leakage op-
Recently, Field Programmable Gate Arrays(FPGAs) have been timization technique to mitigate the impact of TDDB. The second

quicker in adopting smaller feature size technologies than the mi- technique employs a region constrained placement technique that
croprocessor industry. While adoption of these newer technolo- periodically changes the placement of a design to age the differ-
gies faster has provided significant performance and power ben- ent components of the FPGA more uniformly. The final technique
efits, they have also driven the need to address several reliability focuses on mitigating impact of electromigration by periodically
concerns that are emerging as serious concerns with smaller fea- changing the routes (and interconnects) for the highly switching
ture sizes. Apart from the increased vulnerability of the circuits to interconnects. Our experimental evaluation of the proposed tech-
transient errors, for which redundancy based techniques have been niques show that the lifetime of the device can be prolonged signif-
extensively explored [1], there is an increase in the impact of dif- icantly using the proposed techniques.
ferent aging phenomenon that result in permanent failures of the The rest of this paper is organized as follows. Section 2 provides
devices and interconnect. Consequently, many accelerated aging an overview on the experimental setup. Section 3 analyzes the
mechanisms such as Hot Carrier Effect (HCE) [2], Time Dependent impact of the three different accelerated aging mechanisms on the
Dielectric Breakdown (TDDB) [3] [4], Electromigration (EM) [5], benchmark circuits. Section 4 introduces techniques to increase
Thermal Cycling and Stress Migration [6] that have been exten- the lifetimes of the FPGAs, and section 5 provides conclusions.

Permission to make digital or hard copies of all or part of this work for 2. EXPERIMENTALSETUP
personal or classroom use is granted without fee provided that copies are We used Xilinx ISE tools based [9] design flow to implement a
not made or distributed for profit or commercial advantage and that copies set of MCNC benchmarks on the smallest devices possible. Table
bear this notice and the full citation on the first page. To copy otherwise, to 1 shows the usage information of different MCNC benchmarks and
republish, to post on servers or to redistribute to lists, requires prior specific tedvc hywr mlmne neotieh wthn
permission and/or a fee.
DAC 2006, July 24-28, 2006, San Francisco, California, USA. activities and the transition probabilities of each of the nets using
Copyright 2006 ACM 1-59593-381-6/06/0007 ...s.oo........... 50. the placement and routing information provided by the Xilinx De-
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velopment Language (XDL) file, which is a text file comprising of miwfTh. Tl___a_ du _,
all the placement and routing information.Different tools used for 70
individual fault observation and solutions have been described over
in the respective sections as and when we describe the particular k--
technique. s2l

'a 40 10
Design Slices IO pins Device X---3

Used Poe1
alu4 252 22 xc2v4O PR.

apex2 204 42 xc2v4O o 4

apex4 549 28 xc2v250 3 4 5 S 7 a

exilO1 567 20 xc2v250 Tb Y __
ex5p 286 21 xc2v8O
misex3 131 28 xc2v4O Figure 1: MTTF of LUTs based on their active gate leakage
seq 605 76 xc2v250 consumption
spla 116 62 xc2v4O
pdc 308 56 xc2v8O

this work, we evaluate the gate leakage number of different compo-
Table 1: Characteristics of MCNC benchmarks used nents of the FPGA using the static signal probabilities. To validate

the scaling model with the existing data available, we first obtained
the MTTF due to TDDB under stressed conditions, for 90nm tech-

3. TYPES OF ERRORS AND THEIR nology node, with t0r of 1.2nm and oxide area of 0.25mm2, at 125
IMPACTS ON FPGAS deg.C and 3.OV. The static signal probability being assumed to be

1 at this point, since the gate is always turned on. We obtained a
The permanent aging based hardware failures that we study in MTTF of 9842 hrs under stress testing for a gate oxide breakdown,

this paper include TDDB, EM and HCE. In this section we describe which is quite similar to measured failure numbers provided for
the cause and impact of each of the errors in details. FPGAs in 90nm technology [9].

3.1 Time Dependent Dielectric Breakdown In this work we have considered the failure in the Look Up Ta-
bles (LUTs) in FPGAs. LUTs primarily comprise of 16xl multi-

With reduction in the gate oxide thickness, Time Dependent Di- plexer circuit which are designed using pass transistor logic. The
electric Breakdown (TDDB) is one of the major reasons of per- gate inputs are driven by different nets, while the actual inputs of
manent failures in recent VLSI technologies. The cause for such the multiplexer are preconfigured and stored in SRAM cells. We
failures is primarily due to the trapping of charges in the oxide that custom designed a layout in 70nm CMOS technology and com-
create a electric field, followed by charge flow through the oxide, puted the gate leakage power using BSIM4 model [14]. Note that
resulting in a breakdown after sometime. The MTTF due to TDDB the gate leakage of the LUTs in each of the slices depends on the
is a strong factor of temperature and the gate leakage component input vector, thereby the static signal probabilities. Using the static
of a transistor. With increasing gate currents there is an increase probabilities and the inputs from the SRAM cells to each of the
in the charges trapped in the oxide which create an electric filed, LUT multiplexers for the benchmarks, we obtain the gate leakage
which keeps increasing until the dielectric breakdown threshold is power. The gate leakage numbers along with the static probability
reached. Such an increase over the dielectric breakdown threshold values were used to determine the MTTF due to TDDB for each
leads to a runaway problem, since it leads to an increased gate leak- of the LUTs. We obtained the MTTF for different components of
age, followed by increased charge trapping. Such a phenomenon is the FPGA based on their active gate leakage consumption, and pre-
aggravated further due to defects in the oxide while manufacturing dicted their lifetimes using scaling equation( 1).
that is on an increase with the scaling of technologies. Figure 1 demonstrates the failure rates for different LUTs in a
The MTTF due to TDDB is strongly dependent on the thickness FPGA for nine benchmarks from MCNC suite. It is clear from the

and area of the oxide, the gate voltage, the temperature and the figure that there are significant number of LUTs in a low lifetime
leakage current through the gate. Time to breakdown (tbd), was region (fail less than 4yrs). This can be attributed to the obser-
empirically evaluated [3] for an older technology (t,,i=lOnm, vations represented in [10], which shows that the distribution gate
Al=lmm2, V1=7V), where t.., depicts the oxide thickness, A1 leakage in LUTs is mainly towards low and high extremes. This ob-
depicts the area of the oxide and V1 is the applied gate voltage. servation calls for balancing static probabilities or using techniques
Using this empirical value, we evaluate tbd, for a newer technology which may reduce the maximum gate leakage consumption of the
(t072, A2, V2) using equation( 1). LUTs. A similar analysis can be easily performed for the intercon-

nect components as well using the gate leakage characterization of
MTTFtddbl TVo -bT X+r+ZT interconnect available from [12].

= 10 0.22 (-) kT (1)MTTFtddb2 V2 3.2 Electromigration
The values of constants in the equation, X, Y, Z, a, and b were ob- Electromigration is one of the causes of permanent failures of

tained from empirically fitted numbers for scaling from [6]. Note interconnect in the form of development of voids in metal lines,
that, the first term in equation ( 1), 10 0.22 is actually the fac- due to heavy current densities over a period of time. Such a phe-
tor used to compare the gate leakage current, Ileak, for the two dif- nomenon is greatly aggravated by increasing current densities, and
ferent technologies. Hence, this provides an estimate of the actual smaller feature sizes of the interconnect wires. Based on the most
time to breakdown for a specified amount of gate leakage current. commonly adopted Black's model for Electromigration, the MTTF
However, gate leakage varies based on the state of the device. In of a metal line depends primarily on the current density and the
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length of the wire. To obtain the MTTF for a Cu wire for 90nm Switching Probability
technology, we used a tool called SysRel [5], which takes in as its 540
input the CMOS layout of any circuit and provides the time to fail- S34
ure plots for wires in the design which are prone to failures due to S31
EM. We provided the tool with a simple inverter driven wire layout _28 a 0.8s I
of length 100um and, obtained its MTTF of the circuit that was ob- S22 006-0U 6
served to be close to 4 years. Such an MTTF was then scaled using S19 * 0.2-0.4
a combined equation from [6] and [5] as shown in 2, S13

(J) e kT s7
MTTFem oC L (2) l 4

where J is the current density, n is a constant, which is typically x
equal to 1 [5], L is the length of the wire, E.EM is a constant, k
is the Boltzmann's constant, and T is the temperature of the cop- Figure 3: Switching probability distribution in alu4 benchmark
per interconnect. Since the current density through a wire has a
direct impact on the transition probabilities of the net driving the
wire, the lifetime of the wire may be characterized as an inverse r Te ES
proportion of the transition probabilities and the length of a wire 25 - _ ____ _
segment. FPGAs have variable length segments as demonstrated in
Figure 2 and significantly varying transition probabilities of dif-
ferent nets.As a consequence, the lifetimes of the wires may vary I Xs
considerably for a design mapped on an FPGA. Such variationsM
in switching activities are shown in figure 3, which demonstrates pd.
the region based distribution of switching activities for an MCNC ..
benchmark alu4 mapped onto a VirtexIl xc2v4O device. It is also
important to note that, the effective length used for computing such
failure periods are the longest runs between two vias through which

A
a8 O 1214 16 18 20

there is a current flow. It can be observed from the figure 2 that a
long wire can have, a current path spanning minimally 1, to as large
as the length or width of the FPGA. Similar, a hex may have its Figure 4: MTTF for different wires in FPGA based on their
current path spanning either 2, 3 or 6 CLBs. We obtained such an lengths and switching
information about the effective lengths of the wires by parsing the
post-routing information file provided by XilinX, namely the Xil-
inx Development Language(XDL), for different wires. Using JBits characteristics of the transistors and thereby have an impact on the
we obtained the transition densities of different wires for MCNC circuit characteristics over a period of time. The number of elec-
designs mapped onto the smallest possible VirtexIl device. Based trons trapped in the oxide is proportional to the substrate current
on their lengths and transition probabilities we estimated the MTTF passing through transistor and is computed using analytical models
for different wires. Figure 4, demonstrates the cumulative failure presented in [16]. The immediate impact of such trap generation
times of the wires in FPGA due to electromigration. Wires beyond is the change in the threshold voltages of the transistors which con-
20 year lifetimes are considered immortal and are not depicted in sequently affects the power and performance of the circuits.
the figure. Figure 5, the cumulative failure times of different wires Figure 6 demonstrates the degradation of the threshold volt-
in FPGA architecture, that provides a clear distinction on the focus age over time for a NMOS transistor obtained from our simula-
of reliability techniques to safe guard the longer wires. tions, when there is a continuous current flow through the device

for 70nm technology parameters. There is nearly an increase in
5j:, .:4 SINGLE threshold voltage of 0.3V over a period of 300 hrs, that however

saturates since, as the device degrades, Vth approaches Vgs, due to
which device behavior shifts to sub threshold region behavior. The

b D>U~~~~MC33.
MrTr a eWinratWk_TVpIn an PI-GA

_____C1______b____o________b_________Ix 120.00%
E100.00%.
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Figure 2: Different wire segments used in an FPGA -
15 2s 35 45 SS

3.3 Hot Carrier Effects
Hot carrier effects are attributed to slow creation of traps at the

oxide surface. Such interface trap generation may affect the I-V Figure 5: MTTF for different wires types in FPGA
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actual age correlation for a transistor is obtained using the substrate Tcri Increase due to HCE aging nHlal
current passing through the transistor any time it switches. How- mAged
ever, there is only a small period of time during the transition when
there is substrate current passing through the device. Consequently, 1S
the actual age of the transistors depend upon the switching of the
transistor and the rise and fall delay. c12

Xilinx based FPGA architectures comprise of pass transistor based * 10
multiplexers for their LUT and routing fabric. Since each of the E s _
transistors in such multiplexers is in the critical path, the degra- 4 -

dation of such multiplexers depends on the maximum switching 2
activity of its transistors. The impact on performance of the LUT 0 _
over time, when its inputs are switching with a probability of 0.5, au apOX2 mWOK3 spla exiO1O
is demonstrated in figure 7. Consequently, the circuit mapped onto
the FPGA may no more be able to operate in the same frequency Figure 8: Performance degradation of different MCNC bench-
as before over time, due to degradation in the delay of individual marks over 3.5yrs
LUTs. To observe such an impact on the frequency we incorporated
the age degradation impact on each of the LUTs and obtained a post
placement timing estimate using Versatile Place and Route (VPR) 4.1 Improving MTTF due to TDDB
tool, for different MCNC benchmarks. There is a degradation of
nearly 6% on an average for all the benchmark designs. Figure As described in section 3, TDDB is a strong function of the gate
8 demonstrates such performance degradation over 3.5 years, of 5 leakage of any transistor. Consequently, standard gate leakage op-
representative MCNC benchmarks implemented on a FPGA. timization techniques may be employed to reduce the gate leakage

power consumed by the individual components of the FPGA and
thereby increase the MTTF due to TDDB.

045 We employed the input vector technique proposed in [10] to op-
timize upon the active leakage power consumed by the logic blocks

04 and interconnect routing multiplexers. It is important to note that
the lifetime of the circuit is more dependent on the maximum gate

0.35 leakage of any component instead of the overall gate leakage of the
s; / whole device, since the device with maximum active gate leakage

0.3 is expected to fail the earliest. Figure 9 depicts the average increase
in the lifetime of the device on employing one such gate leakage op-

0.25 v timization technique proposed in [10]. It is interesting to observe
the significant impact of such power optimization scheme on the

0.2<> 2 4 8 8 10 12 average lifetime of the device, for different benchmarks. The re-
Age In secs x le sults depict an average improvement in the MTTF due to TDDB by

24% averaged over different benchmark designs. Moreover, such
Figure 6: Threshold degradation with time(continuous current an approach for increasing the lifetime has no performance impact.
flow conditions) Figure 10 demonstrates the percentage of LUTs that may fail at a

. -Tdisys-- given period of time before and after the optimization proposed for
two representative benchmarks. It is clear from the figure that the
percentage of LUTs with low lifetimes significantly drops due to

3.. ... -- --- -- --- -- --t lthe proposed gate leakage optimization.

, ~ ~ ~ ~ A fl0. <3

3DDI2 .S 1JD0 212 2t.gt1k pU.Usf1

Figure 7: LUT delay degradation over time (actual age) . .1., 1l l l

4. TECHNIQUES FOR UNIFORM AGING Figure 9: Increase in lifetime due to gate leakage optimizations
Many simple techniques may be employed to reduce the impact

of aging and increase the lifetime of the FPGAs. The techniques
applied are based upon the parameters that each of the failures are 4.2 Load balancing to mitigate HCE impact
dependent upon. In this, paper we demonstrate three techniques The degradation of different resources in FPGAs depends on
which may be employed to improve the average lifetime of the FP- their usage. Since most FPGAs have a utilization of 60% in logic
GAs due to the three main causes of permanent failures and device blocks, and still lower utilization of 40% of routing resources, we
degradation described in section 3. exploit the ability of re-mapping the design onto the unused por-
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Figure 10: Cumulative increase in lifetime due to gate leakage
optimizations

tions of the device to prolong the lifetime of the device and mini-
miize the impact of degradation on performance of the device.
A Region Constrained Placement for Reliability (RCPFR) ap-

proach is proposed, that performs periodic re-mapping of the de- RCFR FLOW WRT FLOWV
sign to less used regions for increasing the lifetimes of the de-
vice.As shown in Figure I11 The whole device is treated as a set (a) (b)
of rectangular regions and all the designs are mapped using the
smallest possible number of rectangles. Each of the regions' aver-
age and maximum switching activity is estimated, which provides Figure 12: The implementation flow for RCPFR and SART
an estimate on the lifetime of the device. Using this information aDein Icas frqim
new placement is generated, avoiding the regions which have agedDein ncas frqi-
most in the initial configuration. The shaded blocks in Figure 11 Age % pact %
show the used portion of the FPGA before and after the reconfig- alu4 22.68 3.29
uration for reliability. The darker blocks are the most used blocks, apex2 4.2 1.91
with the highest average switching activites and hence are avoided apex4 32 0.74
while generating the new placement, whenever possible. exlOlO 20.48 0

Figure 12, demonstrates the implementation flow of the pro- ex5p 12 0.11
posed scheme. Such a placement shift however may not be optimal misex3 16 2.9
with respect to the operating frequencies of the device. However, seq 100 0.24
as demonstrated in section 3, the performance of the circuit any- spla 28 3.06
ways reduces by nearly 6% over time, and therefore the perfor-
mance degradation due to RCPFR strategy, may still prove better Table 2: Age impact on MCNC benchmarks after RCPFR
with respect to both the lifetime and performance benefits. Table 2
demonstrates the increase in the lifetimes of different designs and
the corresponding performance impact of such a modification in 4.3 Selective Alternate Routing Technique to
the placement. We observe an average increase in the lifetimes increase MTTF due to EM
of the designs by 28%, however the same circuit frequency is not As demonstrated in section 3, the lifetimes of different wire seg-
achievable, which is due to over constraining the design. There is ments due to Electromigration based failures in an FPGA vary sig-
an average performance impact of 1.53% Note that the lifetime of nificantly because of the length and the switching characteristics of
some of the designs double due to the new placement of the design. the nets driving them. Most of the FPGA vendors typically pro-
This behavior is due to the fact that those designs had their slice vide large number of routing resources to avoid any type of timing
usage less than half the total number of slices available and hence conflicts. Consequently, even a design with as high slice utilization
could be moved to an entire new region in the FPGA. as 99% has close to 60% of unused routing resources [12]. This

provides an opportunity to replace the aged wires by unused wire
1r.1d Cnifgurado pF. CU~oniffa segments to achieve the same pin connections.

We propose a dynamic reconfiguration based Selective Alternate
Routing Technique(SART), which may improve the lifetime of the

RCPFR FPGA wires due to EM failures as demonstrated in Figure 13. Note
that even with alternate routing a small portion of redundant wire is
shared by both the routes. However, the length of the wire may not
be sufficiently long to cross the mortality length or even if it does,
the MTTF of that wire will be really huge. Since the nets driv-
ing the wires determine the aging impact due to Electronm|igration,
the SART approach may be employed in the priority order of the
switching probabilities of different nets in the design. The SART

FigurewithThe RCPFR strategy technique if applied dynamically over time may, provide benefits.
Figurem11onThesRCPFRastrategs Firstly, in the form of increased operating lifetimes and secondly,

by avoiding the performance degradation due to the performance
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