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1. INTRODUCTION

This article introduces a novel DVFS approach to improve the overall security of a
cryptographic system. In this context, such a system is a streamlined embedded pro-
cessor executing cryptographic instructions or algorithms. Furthermore, we will use
the term processor to signify a cryptoprocessor. Our method utilizes hardware tech-
niques to obscure the activities of the processor, making it more difficult to tam-
per with. Simple power analysis (SPA) and differential power analysis (DPA), which
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attempt to study the power supply current to noninvasively extract cryptographic keys
or other secret information, are real threats that have been applied to break the secu-
rity of smart cards [Kocher et al. 1999]. Our proposed method makes it substantially
harder for an attacker to employ DPA against a cryptographic system.

Hardware security is an emerging discipline of utmost importance. This is es-
pecially true for embedded systems due to several unique challenges [Kocher et al.
2004; Koopman 2004; Sen et al. 2003]. In this work, embedded systems are sys-
tems such as cell phones and smart PDAs, which contain personal and sensitive data,
have a greater likelihood of being prone to power analysis attacks. They can also in-
clude field-programmable gate arrays (FPGA) or application specific integrated circuits
(ASICs) running a small operating system. Recently, Rohatgi [2010] discussed DPA
and SPA attacks on FPGA-based embedded applications. These factors have pushed
researchers to search for security solutions for embedded systems. Cryptography is the
best known solution to these problems as it provides a secure mechanism for encoding
and decoding information [Schneier 1996].

Numerous attacks have been devised to break a processor. They can be broadly
classified into three main categories: software [Ravi et al. 2003], microprobing and
physical [Kömmerling and Kuhn 1999], and side-channel [Quisquater and Samyde
2002] attacks. A software attack employs the normal communication interface of the
processor, and exploits security vulnerabilities found in network protocols or in imple-
mentations of cryptographic algorithms. Microprobing is an invasive technique that
involves physical manipulation of the processor by depackaging, layout reconstruction,
and memory bus readout. Side-channel attacks include timing [Kocher 1996], power
[Kocher et al. 1999], and electromagnetic [Quisquater and Samyde 2001] analysis and
fault induction [Boneh et al. 2001]. In this work, we are primarily concerned with
power analysis attacks because they are considered to be the fundamental class of
attacks that are difficult to defend against in practice.

Various countermeasures against power analysis attacks have been proposed in the
literature. All of these methods attempt to remove the symptoms that allow a pro-
cessor to become vulnerable to monitoring of side-channel information. The proposed
defense mechanisms include reduction of signal sizes [Kocher et al. 1999], self-timed
[Moore et al. 2002; Tiri and Verbauwhede 2003] and signal suppression [Ratanpal
et al. 2004] circuits, enhanced current-balanced logic [Khatibzadeh and Gebotys 2007],
glitch reshaping processes to ease the effects of side-channel analysis [Real et al. 2008],
constant power consumption logic families [Guiley et al. 2008], masking [Benini et al.
2003a; Saputra et al. 2003] and duplication techniques [Goubin and Patarin 1999].
Still, other techniques include using a dynamic and differential complementary metal-
oxide semiconductor (CMOS) logic family that uses three states, and operates with
power consumption ideally independent on both the logic values and the data sequence
[Giancane et al. 2008]. Finally, changing the underlying cryptographic algorithms and
making them more difficult to be observed has been investigated in Chevallier-Mames
et al. [2004] and Wagner and Waddle [2004].

Benini et al. [2003b] use power-managed units and randomize clock gating to insert
significant amount of noise into a processor’s power profile. The power-maskable unit
includes two logic units A and B, where B implements the most typical behavior of
A. For the majority of the clock cycles, unit B performs the computation. In this
way, they are able to achieve lower power consumption. Furthermore, by employing
a linear feedback shift register as a randomizer to select either the result of A or B
on a cycle-by-cycle basis, the signal-to-noise ratio can be lowered, thereby, reducing
the effectiveness of a power attack. However, the benefits come at the cost of extra
silicon area.
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All the aforementioned techniques either make the sample size of the analysis large
or try to limit the ability of the attacker to correlate information. Many methods im-
pose significant energy and hardware area overheads. For example, Ratanpal et al.
[2004] hid processor behavior by burning excess power. On the other hand, Regazzoni
et al. [2007] showed that the addition of error detecting circuits can potentially have a
negative impact on the resistance of the device to power analysis attacks.

In this work, we propose a novel cryptosystem using DVFS. The goal is to realize a
cost effective, flexible, and power analysis attack resistant processor platform for exe-
cuting cryptographic algorithms in software. We show that naive random changes to
operating voltage and frequency are insufficient to obscure the processor behavior. We
develop advanced circuit methods that substantially obfuscate the encryption opera-
tions with minimum hardware cost. This is in addition to the goal of reducing power
consumption while meeting the timing constraints.

The remainder of this article is organized as follows. Section 2 provides background
material that will be helpful in understanding the ideas presented in this work. We
describe our novel cryptosystem design, and present experimental results based on
the DES encryption and decryption algorithms is Section 3. Section 4 concludes this
article.

2. BACKGROUND AND MOTIVATION

We discuss some background material that will be helpful in understanding this work
in this section. Specifically, we briefly describe the DES algorithm that will be used
as a benchmark to test the efficiency of the proposed system against power attacks.
Furthermore, we introduce SPA and DPA attack techniques. We also review the main
idea behind DVFS, and show its potential usage in the design of a tamper resistant
cryptosystem.

2.1. Data Encryption Standard

DES is the most widely used symmetric cryptographic algorithm. It uses 64 bits for
the secret key where 56 bits are used for encryption and decryption, while the remain-
ing 8 bits are used for error detection in key generation, distribution, and storage. The
plain-text is first permuted before it is encrypted. The core of the DES encryption pro-
cess comprise of 16 identical rounds, each of which has its own sub-secret key called
Kn(n ∈ {1, 2, . . . , 16}). Each Kn is 48 bits produced from the original secret key using
permutation and shift operations. Each round consists of eight S-box selection func-
tions. Each of the unique selection functions S1 − S8 takes a 6-bit block to yield a 4-bit
output. The DES decryption algorithm is the reverse of the encryption algorithm.

2.2. Power Analysis Attacks

In cryptography, power analysis is a form of side-channel attack where the attacker
monitors and studies the power consumption of a cryptographic hardware device such
as a smart card or an embedded processor. In this way, cryptographic keys and other
secret information can be easily extracted from the device without relying on brute-
force invasive approaches such as chip depackaging. SPA and DPA were first intro-
duced to the open cryptography community by Cryptography Research [Kocher et al.
1999].

2.2.1. Simple Power Analysis. SPA is based on measuring power traces during cryp-
tographic operations. The attacker inspects and analyzes the trace to identify the
executed instruction (e.g., whether a branch at time t is taken or not taken, whether a
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multiplication or squaring operation is performed, etc.), and derive the data operands
(including secret keys). Due to it simplicity, protecting against SPA attacks can be
accomplished fairly easily by code restructuring [Coron 1999], introducing power mea-
surement noise by adding dummy modules that activate at random intervals [Benini
et al. 2003b], etc. The key point of such countermeasures is to tune the power trace to
prevent information leakage.

2.2.2. Differential Power Analysis. DPA is currently the most popular and real threat
which has been used to break the security of smart cards [Kocher et al. 1999]. This
scheme analyzes power traces gathered from several runs to detect power consumption
variations due to data dependencies to decipher cryptographic keys.

A DPA attack begins by running the encryption algorithm of N random values of
plain-text inputs. For each of the N plain-text inputs Pi, a discrete power signal Si[ j]
is collected using high speed analog-to-digital converters. The corresponding cipher-
text Ci may also be collected. Si[ j] is a sampled version of the power consumed during
the attack on the executing algorithm. The index i corresponds to the Pi that produces
the signal, and the index j corresponds to the sample time.

After data collection, the attacker makes an assertion about the key. For example,
if the target is the DES algorithm, a typical prediction might be that the six key bits
entering S-box4 are 011010. If correct, an assertion of this form allows the attacker to
compute four bits entering the second round of the DES computation. However, if the
assertion is wrong, an effort to predict any of these bit will be wrong approximately
half of the time. For any of the four predicted bits, Si[ j] is split into two sets using a
partitioning function D(.):

S0 = {Si[ j] | D(.) = 0}
S1 = {Si[ j] | D(.) = 1}. (1)

The next step is to compute the average power signal for each set:

A0[ j] =
1

|S0|
∑

Si[ j]∈S0

Si[ j]

A1[ j] =
1

|S1|
∑

Si[ j]∈S1

Si[ j], (2)

where S0 + S1 = N. By subtracting the two averages, a discrete time DPA bias signal
T[ j] is obtained:

T[ j] = A0[ j] − A1[ j]. (3)

If the assertion is wrong, the D(.) function used to create the subsets will be approx-
imately random. Any randomly chosen subset of a sufficiently large data set will have
the same average as the main set. Consequently, T[ j] will be effectively zero at all
points, and the attacker will repeat the process with a new assertion. However, if the
assertion is correct, the choice of the subsets will be correlated to the actual computa-
tion. In particular, the second round bit will be a 0 in all traces in one subset, and a 1
in the other. When this bit is being manipulated, its value will have a small effect on
the power consumption which will appear as a statistically significant deviation from
zero in T[ j]. Using this method enables the attacker to learn all 48 bits of the subkey
for each of the 16 rounds. The remaining eight bits can be determined by brute force
or by successively applying this approach backwards to the previous round.

There is a very important assumption behind the aforementioned description of
DPA. The output of the S-Box must occur at a fixed time or the operational frequency
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Fig. 1. Processor usage model.

of the processor must be constant. Only in this way can traces collected by an attacker
be correlated in time, making statistical analysis feasible. If the power signals are
collected at time T0, while the output of the S-Box occurs at time T′

0 when the attacker
runs the algorithm with the guessed key, there will be no spike signals in T[ j].

2.3. Dynamic Voltage and Frequency Scaling

DVFS has been used as an effective technique to reduce power consumption of inte-
grated circuits. It is well known that most applications do not always require peak
processor performance. In a system with a fixed performance level, if certain tasks
complete ahead of their deadline, the processor enters a low-power sleep mode for the
remaining duration. The operating situation is illustrated in Figure 1(a). In this case,
both tasks are executed at peak supply voltage VDD and frequency f . If DVFS is ap-
plied, as shown in Figure 1(b), the performance level can be reduced during periods
of low utilization such that the processor finishes the task just in time (i.e., stretching
each task until its deadline time). This is achieved by operating the processor at lower
supply voltages (VDD1 , VDD2 ) and frequencies ( f1, f2).

DVFS can be implemented using hardware [Burd and Brodersen 2000; Burd et al.
2000, 2002; Nowka et al. 2002; Zhai et al. 2004] or software [Choi et al. 2004; Ghiasi
et al. 2000; Lorch and Smith 2004; Luo et al. 2007; Xian et al. 2008] techniques. Typi-
cally, there are three key components for DVFS implemented in a processor. These are
(1) a modified operating system which can determine the desired operational voltage
and frequency, (2) a voltage and frequency regulation loop that generates the minimum
voltage required for the desired workload speed, and (3) hardware that can operate
over a wide voltage range.

DVFS does introduce system transition time and energy overhead. A processor
needs additional logic to perform system wake-up from a low-voltage state to a high-
voltage state to make sure there is no loss of state or data. This overhead can be
minimized to an acceptable level, and is a design tradeoff between power consumption
and performance-area overhead [Burd et al. 2002]. In most low-power DVFS processor
designs, the voltage range is limited from 0.5VDD −VDD. For example, the voltage and
frequency ranges of IBM PowerPC 405LP, Transmeta Crusoe TM5800, and Intel XS-
cale 802001 are 1.0–1.8V/153–333 MHz, 0.8–1.3V/0.3–1 GHz, and 0.95–1.55V/333–733
MHz, respectively. Theoretical studies have shown that extending the voltage range
below 0.5VDD will improve the energy efficiency for most processor designs. However,

1IBM PowerPC. http://www.chips.ibm.com/products/powerpc. Transmeta Crusoe.
http://www.transmeta.com. Intel Xscale. http://www.intel.com/design/intelxscale.
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Fig. 2. DVFS cryptosystem architecture.

extending this range to subthreshold operation is beneficial only for very specific ap-
plications [Zhai et al. 2004].

3. CRYPTOSYSTEM DESIGN

In this section, we propose a new defense technique against SPA and DPA attacks
which is effective, simple to implement, and unlike many other methods, does not
require algorithmic alterations. Our method is based on the implicit assumption of
power analysis attacks that require the operational frequency of the processor to be
constant. Only in this way can an attacker correlate the power traces in time, allow-
ing for statistical analysis. We propose using DVFS during the execution of a crypto-
graphic algorithm. We describe the methodology and its implementation next.

3.1. Architecture

Our power analysis attack resistant cryptosystem, shown in Figure 2, is composed of
a processor, a DVFS feedback loop, and a DVFS scheduler. The feedback loop [Nowka
et al. 2002; Zhai et al. 2004] takes the value of the desired voltage/frequency (V/ f )
that is stored in an internal register by the scheduler. This loop physically supplies
the processor with the operational settings using circuit elements such as a ring os-
cillator, phase-locked loop, etc. The scheduler unit randomly generates a voltage or
frequency value under certain limits and stores it in the register. It requires certain
timing parameters such as desired running time for a task from the underlying op-
erating system. In this work, we focus our attention on the microarchitecture of the
scheduler.

3.2. DVFS Efficiency Metrics

In order to quantitatively measure the efficiency of our DVFS technique against power
analysis attacks, we define three metrics: (a) signal trace entropy (STE), (b) energy
overhead, and (c) time overhead. STE measures the uncertainty of the signal trace
monitored by the attacker over time. To calculate STE, we bin the signal values into
N equally spaced containers, and count the cardinality ni of each container. STE can
then be expressed as,

STE = −
N∑

i=1

(
ni∑N
j=1 ni

× log2
ni∑N
j=1 ni

)
. (4)
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In this work, we use power trace entropy (PTE) and time trace entropy (TTE) to
represent the uncertainty of the power and clock period traces, respectively. That
means we bin the power trace signal and clock period trace signal values into N
equally spaced container and count the cardinality of each container. They can be
calculated as,

PTE = −
N∑

i=1

(
pi∑N
j=1 pi

× log2
pi∑N
j=1 pi

)
. (5)

TTE = −
N∑

i=1

(
ti∑N
j=1 ti

× log2
ti∑N
j=1 ti

)
. (6)

The two traces measure the power consumption and period of each clock cycle, re-
spectively, during algorithm execution. Energy and time overhead measure the over-
heads caused by using DVFS. We define VDDnormal and Fnormal as the normal supply volt-
age and frequency for the processor without DVFS. In general, they are the highest
supply voltage and frequency. When the supply voltage is switched to a lower value
VDDscale , the operating frequency fscale is scaled as follows:

fscale =
(VDDscale − Vth)1.3

VDDscale

× Fnormal, (7)

where Vth is the threshold voltage. Finally, energy and time overhead using DVFS can
be expressed as follows:

Energy Overhead =
TNCC∑

i=1

1
2

Ci
(
V2

DDscale
− V2

DDnormal

)
(8)

Time Overhead =
TNCC∑

i=1

(
1

fscale
− 1

Fnormal

)
, (9)

where TNCC is the total number of clock cycles, and Ci is the capacitive load during
the ith clock cycle.

3.3. Experimental Setup

We make the following reasonable assumptions before describing our cryptosystem de-
sign and experimental results. In order to test the efficiency of the DVFS scheduler,
the underlying hardware of the DVFS feedback loop is assumed to be already realized,
and implements DVFS in the range of 0.9–1.8V/250–450MHz. Furthermore, we ab-
stract its function as a software program to communicate with the processor and the
scheduler. The power overhead for the processor switching from high-voltage/high-
frequency mode to low-voltage/low-frequency mode, and vice versa, is negligible. This
has been shown to be reasonable in Nowka et al. [2002] and Zhai et al. [2004]. The
power consumption of the scheduler and the feedback unit is not measured during
the power traces, and is much less than that consumed by the processor. For the pro-
cessor, the supply voltage and operating frequency can be changed instantly during
any clock cycle. This is an ideal condition. When an application runs for thousands
of clock cycles, this assumption tends to be true from a statistical viewpoint as the
voltage/frequency switching may take just a few clock cycles.

In this work, we implement the DES encryption and decryption algorithms in soft-
ware as benchmarks, and capture their energy consumption at each clock cycle when
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Algorithm 1 Generate random voltage/frequency (naive design).

Require: VDDnormal, Fnormal, signal done, rw enable
1: while !signal done do
2: Generate random VDDscale , fscale using VDDnormal , Fnormal

3: if rw enable then
4: Assign VDDscale , fscale to DVFS feedback loop unit register
5: end if
6: end while

running on the processor by using a customized version of the publicly available
SimplePower [Narayanan et al. 2000]. The processor is based on the architecture
of a five-stage pipelined datapath which contains the instruction fetch, decode, exe-
cute, memory access, and writeback stages. The simulator uses validated transition-
sensitive and cycle-accurate energy models for both the datapath and memory sys-
tem. The flexibility of working with the simulator provides us with the ability to
monitor the energy consumed in each cycle as well as the details of the executed
instructions.

3.4. DVFS Scheduler Design

In a power analysis attack, an attacker uncovers the secret key bits by observing some
significant characteristics in the original and differential power traces after running
the algorithm many times. If the measured power signal is random, and cannot be
repeated by running the algorithm repeatedly with the same plain-text and key, the
underlying secret key cannot be deciphered. Given this, an efficient method to guard
against such attacks is to realize a random number generating algorithm in the piv-
otal design of the cryptosystem (i.e., the DVFS scheduler). We can randomly generate
a voltage/frequency value, and store it in the designated register. When these ran-
domly generated operational voltages are applied to the processor, the output signal
will achieve the desired property. In the following, we describe the step-by-step imple-
mentation of the DVFS scheduler.

3.4.1. First Attempt: Naive Design. For each clock cycle, an initial and naive design of
the scheduler generates a random voltage value (frequency is determined by Equation
(7)). It then informs the feedback loop to physically implement this voltage, and feed it
to the processor. Here, we neglect the time consumed to generate the random number
and the time consumed to implement the voltage. This implies that the scheduler
can generate as many random numbers as desired during a clock cycle. Similarly, the
feedback look can implement all these voltages. With this assumption, we can analyze
the effectiveness of DVFS against power analysis attacks under the extreme condition.

The naive implementation is shown in Algorithm 1. The procedure takes VDDnormal ,
Fnormal, signal done, and rw enable as inputs; the first two signals come from the op-
erating system and provide initial values, the third signal is from the processor to
indicate whether encryption/decryption has finished or not, and the fourth signal is
sent out from the feedback loop to reveal the status of the internal register. We tested
this algorithm with the DES encryption algorithm in the processor, and measured the
power signal using SimplePower. In order to make the statistical results confident, the
DES algorithm was run for 1,000 times on the native implementation.

Figure 3(a) shows the power trace of the DES encryption algorithm when running
on the processor without DVFS. It clearly reveals the 16 rounds of DES operation.
Figure 3(b) illustrates the power profile using DVFS with the naive implementation
(Algorithm 1). Although there is marginal improvement on information leakage, it still
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Fig. 3. Per clock cycle power trace for DES encryption using Algorithm 1.

Table I. Performance Comparison

Energy Overhead Time Overhead PTE TTE LTWE
w/o DVFS 0 0 4.96 0

naive DVFS −35.17% 26.55% 5.05 6.65
Improved DVFS

Long waiting time −34.18% 25.15% 5.20 3.17
Short waiting time −35.23% 26.21% 5.33 5.97

Advanced DVFS
Encryption −27.32% 16.15% 5.42 6.02 No
Decryption −26.89% 16.01% 5.44 6.05 No

makes the 16 rounds obvious. This phenomenon can be explained by realizing that
each round requires about 105 clock cycles with the total operation requiring about
211,000 clock cycles. For each round, both the high and low power peak values last
for about 2.5 × 104 clock cycles. Although the voltage/frequency is randomly changed
every clock cycle which makes the power value at each cycle be a random number, the
power peak values still appear when the power trace is plotted over a big sample time
of 2.5 × 104 clock cycles. This observation makes the naive implementation unable to
mask the power consumption, and prevent information leakage. Furthermore, Table I
lists the performance metrics for all our designs. For the naive implementation, we
observe that with an increase in the entropies of the power and time traces, there is a
big reduction in the total energy consumption, and a big increase in the total execution
time compared with that without DVFS.

3.4.2. Second Attempt: Improved Design. The improved design is shown in Algorithm 2.
Unlike the naive design where the voltage/frequency is changed every clock cycle, the
scheduler in the improved design waits for a random time period before generating the
next random voltage/frequency. Consequently, there are two time periods introduced
in this implementation: (a) the time consumed by the random number generation al-
gorithm, and (b) the waiting time. Note that we neglect the time consumed for volt-
age/frequency physical implementation in the feedback loop, and we treat it as a fixed
time. The first time period is constant while the second is random. As a final effect,
the voltage/frequency is changed randomly in terms of value and generation time. In
order to test the efficiency of this implementation, power consumption and clock period
are calculated every clock cycle.
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Algorithm 2 Generate random voltage/frequency (improved design).

Require: VDDnormal , Fnormal, signal done, rw enable
1: Generate random VDDscale , fscale using VDDnormal , Fnormal

2: Assign VDDscale , fscale to DVFS feedback loop unit register
3: while !signal done do
4: Generate random NCC
5: for i = 1 to NCC do
6: NOP
7: end for
8: Generate random VDDscale , fscale

9: if rw enable then
10: Assign VDDscale , fscale to DVFS feedback loop unit register
11: end if
12: end while

Fig. 4. Comparison between (a)–(b) long and (c)–(d) short random waiting times in power consumption and
clock period traces using Algorithm 2.

Figure 4 illustrates the power consumption and clock period traces for the improved
implementation under two typical cases. The first case has long random waiting times
between two voltage/frequency generations. For the entire program execution time,
the scheduler only generates ten random values. The second case has short waiting
times, and the scheduler generates 211 random values. It can be seen that the first
case still prevents information masking as the 16 rounds of DES operation are obvious.
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Algorithm 3 Generate random voltage/frequency (advanced design).

Require: VDDnormal , Fnormal, signal done, rw enable, TB, ETCC
1: time1 = clock()
2: Generate random VDDscale , fscale using VDDnormal , Fnormal

3: Assign VDDscale , fscale to DVFS feedback loop unit register
4: timing = 0, timing space = 0
5: Determine high limit WT
6: while !signal done do
7: time3 = clock()
8: Generate random NCC < high limit WT
9: for i = 1 to NCC do
10: NOP
11: end for
12: time2 = clock()
13: timing = (time2 − time1)/clocks per second DVFS
14: timing space += timing space
15: Use timing, timing space, TB, ETCC to determine lowest value of VDDscale , fscale

16: Generate random VDDscale , fscale > lowest value
17: if rw enable then
18: Assign VDDscale , fscale to DVFS feedback loop unit register
19: end if
20: time4 = clock()
21: timing space = time4 − time3

22: end while

However, the second case shows a very random power trace where the rounds are
efficiently masked.

To quantify the statistical properties of the two cases, the algorithm implementation
was modified. The total number of voltage/frequency generations was fixed at 10 (first
case) and 211 (second case). The algorithm was run 1,000 times to make the statistics
confident. The results are shown in Table I. It can be seen that a short waiting time
improves the PTE, TTE, and energy overhead compared with a long waiting time with
1.06% more time consumption. Although the first case will appear with small proba-
bility when a cryptographic algorithm is run on our system, this case should still be
avoided.

To implement the final and advanced scheduler, we need to address two problems.
The first is the long waiting time which needs to be avoided. The second is the tradeoff
between energy reduction and timing overhead which is a significant issue for real-
time algorithms with hard deadlines.

3.4.3. Third Attempt: Advanced Design. The algorithm for the final and advanced sched-
uler is shown in Algorithm 3. Two new signals, TB and ETCC, are added as inputs.
They are estimates of the timing budget and the total clock cycles for program execu-
tion obtained form the operating system. In the advanced implementation, an initial
voltage/frequency is generated and stored in the register. Then the high limit waiting
time high limit WT is determined. This prevents the scheduler from using a long wait-
ing time. For convenience, this limit can be provided by the operating system. Here, we
assign it a fixed value. During program execution, the scheduler iteratively generates
random voltage/frequency values. At each iteration, it waits for a random amount of
time limited by high limit WT. Then, it calculates some timing information and deter-
mines the lowest value LV for the next voltage/frequency generation. It then proceeds
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Fig. 5. Difference between power traces generated using two different keys (vary in the first bit) (a) before
and (b) after using DVFS. Difference between power traces generated using two different plain-text (vary in
the tenth bit) (c) before and (d) after using DVFS. All results use Algorithm 3.

to generate a new value lower bounded by LV. Variables timing and timing space count
the total elapsed time and iteration time, respectively. They are used to determine LV.

The primary goal of our DVFS-based scheme is to hide information. As a side bene-
fit, our method consumes negligible amount of energy. It does, however, incur a modest
performance penalty because it scales the operational frequency down at some periods.
In order to reduce this overhead, the scheduler calculates LV as follows:

LV =
ETCC − ∑

i timing space/ fscale(i − 1)
TB − (timing − �)

, (10)

where fscale(i − 1) represents the randomly generated scaled frequency in the ith iter-
ation. The summation is done over the number of iterations, and calculates the total
elapsed time. � is an estimate of the time spent in lines 16–21 of Algorithm 3. The nu-
merator gives the total clock cycles needed to finish the remainder workload, while the
denominator gives the total time left for the application program to meet its deadline
according to the time budget. Finally, this equation gives the lowest frequency for the
processor to finish the program execution. The scheduler uses this number as a lower
bound when generating random frequencies.

Figures 5(a) and 5(b) compare two differential power traces generated by using two
different keys on the same plain-text before and after DVFS. Similarly, Figures 5(c)–
5(d) shows the same by using two different plain-texts and the same key. It can be
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seen that without DVFS, significant information is leaked. However, this is prevented
when using the advanced scheduler.

Two factors contribute to this desirable property of our cryptosystem. When the
program runs for the first time, operation A is executed at time t. It is executed again
at time t + �t, where �t represents a negative or positive time shift. With high prob-
ability, this is not equal to zero. Consequently, at a fixed time point for many power
traces which are achieved by using different plain-texts or keys, different operations
are carried out in the processor. This makes time correlation, a very important step in
power analysis attacks, impossible. Second, even if the same operation is executed at
time t, the supply voltages for different runs may be different with higher probability.
This makes the power values at time t for different traces unequal, resulting in a ran-
dom number for DPA bias signals. These two aspects efficiently make it much harder
to employ SPA and DPA attacks on our cryptosystem.

Table I shows the performance of the advanced design. It also includes the long time
waiting effect (LTWE). We can see that the PTE and TTE are greatly increased, and
much higher than the improved implementation. As a result, LTWE does not exist in
this case. Furthermore, the time overhead is significantly reduced as well. By com-
paring all three implementations, it can be seen that the advanced version overcomes
the shortcomings of the naive and improved designs. By adjusting the lowest value
for VDDscale , Fscale in the algorithm to be a higher value, we can further reduce the time
overhead. Experiments show that this range for DES encryption and decryption is
about 5–17%.

3.5. Counterattack Analysis

In this section, we analyze the difficulty of breaking the DVFS cryptosystem. Assume
that it is implemented as a system-on-chip. For the processor, its power trace is a func-
tion of supply voltage and frequency. A typical case is that it implements seven dif-
ferent voltage/frequency values (e.g., Intel XScale). Once the supply voltage is known,
the corresponding frequency can be determined by Equation (7).

In order to correlate traces for DPA, the attacker needs to align different power
traces with the same supply voltage and frequency. This requires mathematical trans-
formation of the measured power trace with DVFS to filter out the effects of DVFS.
This kind of transformation, either in time or frequency domain, is very difficult. If
the attacker knows when the voltage/frequency is changed, and which values it is
changed to, aligning different power trances with the same frequency is easy by time
shifting. However, mathematically scaling a DVFS power trace by using the same
supply voltage at each clock cycle, although easy to implement, is meaningless. Fur-
thermore, it is quite different from the measured power trance under the same supply
voltage without DVFS. The reason is simple. Changing the supply voltage alters a
lot of physical information like leakage current, chip temperature, capacitance charg-
ing/discharging speed, etc. Consequently, it is impossible to use the supply voltage to
model the change of power consumption caused by changing the supply voltage. This
implies that transforming power traces to filter out DVFS effects is difficult by just
utilizing the knowledge of supply voltage.

Now suppose the attacker already knows the transformation by taking advantage
of complicated statistics of the DVFS processor. Furthermore, assume that the at-
tacker also knows the seven different voltage/frequency values, and has full knowl-
edge of when these parameters are changed. Suppose there are 200 voltage/frequency
changes. At each point, there are seven possibilities. In order to perform DPA, the at-
tacker is required to know which voltage/frequency is applied during some time period.
Using a brute-force method, the attack would have to try 7200 combinations. Suppose
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each trial takes 1 ns (this time period is too short and is a limit for 1GHz processor).
It will take 7200

109×3600×24×365 = 3.32 × 10152 succeed. This is impractical. Future work on
hardness analysis will be conducted to discuss whether a combination of attacks (e.g.,
electromagnetic-based + DPA attack) could make it possible to derive the correlation
of differential power traces with dynamic voltage scaling values and timing.

4. CONCLUSIONS

In this work, we presented the design of a novel power analysis attack resistant cryp-
tosystem which uses DVFS to create random power traces. This prevents an attacker
from being able to perform time correlation between different power traces. Experi-
ments were carried out on three design variants: naive, improved, and advanced. They
tested the efficacy of using DVFS to improve the resistance of a cryptosystem to DPA
attacks. The advanced scheduler overcame the shortcomings of the other designs, and
exhibited good efficiency in blocking DPA attacks. DES encryption and decryption al-
gorithms were used as benchmarks. The results showed that both power and time
trace entropies were high enough to prevent information leakage. While the energy
consumption was reduced by 27% on average, the execution time was delayed by 16%.
Finally, we performed hardness analysis on the DVFS method, and showed that it
would be impractical to counterattack by using a brute-force method.
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